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PREFACE

The  CONTROL  DATA®    PLATO®   system  is  a  multimedia
computer-based educational delivery system.

This manual describes the security measures available to the user
of the system. This information will be incorporated into apLATO
product definition manual to be released in early  1978.

RELATED   PuBLICATIONS

Referenced  and  related CDC PLATO system manuals consist of
the following publications:

PLATO Teminal User's Guide
PLATO User's Guide
PLATO "rector's Guide
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97404800
97405900
97407100

CAUTION
The  security  measures  described in this manual are intended for
for  use  only  as  described.  Security  may  be  lost  if the  security
features described in this document are misused or ignored.

This  manual  has  been prepared by the PLATO Product Manage-
ment  Department.  Your  comments  are  solicited.  Please  use the
attached  comment  sheet  and  send  it  to  the  PLATO  Product
Management office.
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GENERAL  INFORMATION

This  document  has  been  prepared  to  meet  the  needs  of two
broad classifications of readers:

I.      The  experienced  PLATO  system  user who wants to be
more security conscious.

2.      The  inexperienced  PLATO  system  user  who  wants  to
understand    the   various   types   of   security   measures
available in the PLATO system.

In order to serve the needs of both of the above classifications
of readers,  this  document  will  mustrate  each  feature as if the
user is not an experienced PLATO system user.

Two   inportant   concepts   will   be   stressed   throuchout   this
document:

I.      PROTECT YOUR PASSWORD

2.      BE   SURE   TO   "SHIFT-STOP"  WIIEN  YOU  LEAVE
THE TERMINAL
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The  two  concepts  stated  above will  be explained in  this docu-
ment,  but it is inportant to note that these two security mea-
sures  are  controlled  by  the  PLATO  system  user, YOU,  and if
YOU   do   not   exercise   reasonable   precautions,   another  user
could  use your sign on and bypass the security  features of the
PLATO system.

Various options can be used  to inplement some of the security
features   described   in   this   document.   In  order  to  keep  this
document  simple,  only  one or two examples are used  for each
feature. For more infomation on any of the features described,
use   the   "TERMtonsult"   option   from   your  terminal.   (See
appendix A.)

The security of the PLATO system is broken into four sections:
I.      User Access security              (section 2)
2.      File Access security                (section 3)
3.      System Access security         (section 4)
4.      Site Access security               (section 5)
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USER   ACCESS  SECURITY 2

The  fundamental  security  control  of  the  PLATO  system,  or
any  other  system,  is  the  control  of who can  "sign on"  or use
the system.  In the PLATO system envirorment, control of user
access  is  accomplished  by  a  hierarchy  of control  mechanisms
consisting of:

•  User security
•  PLATO Course Roster Security
•  Account security

USER   SECURITY

Every  user  of the  PLATO  system  must  have  a signon on  the
system  that  is  entered  by  a  ``course director".  (See page 2-7).
The information included in the signron usually consists of:

•  username
•  user course roster name
•  user password

The user name (PLATO name)  is the name selected by the user
and  the  course  director  to  be  used  when  signing  on  to  the
PLATO  system. The PLATO name  can be  any  combination of
up to  18 alphanumeric characters.

Examples:                        john doe
doe proj 37
neuser

The  user course roster name (PLATO  course) is the name of a
ffle  on  the  PLATO  system.  This  file  contains  the  names  of
several  people  who  have  something  in  common  (i.e., involved
in  the  same  project,  taking  the  same  lesson,  or  some  other
common  bond).  Course  file  names  can be from  three  to eight
characters long; the  first two  characters must be  alpha and  the
first character cannot be an "x".

Examples :                          project9
cobol37
newcours

The  user  password  is  a  series  of alphanumeric  characters that
each  user  makes  up  for  his/her  sign-on.  (In  some  cases a user
does  not  have  a  password;  this  will  be  explained  later  in  this
document.)  The  password   selected  by  each  user  should  be  a
string of characters  that can be remembered  by  the user, but it
should  not  be  something  like  the  user's initials or some other
simple   or   obvious   characters  that  someone  may  be  able  to
guess.  You  should  change your password  periodically  to avoid
the chance that  it has been inadvertently discovered by another
user.

When a new user is added to  a course roster file in the PLATO
system, he/she will be placed in one of four possible user types:

•  Student
•   Multiple

_._Author
•  Instructor

A  "student"  on  the  PLATO  system  is  a  user who  simply can
execute  assigned  lessons.  Depending on the teminals available
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to  the  student,  he/she  can  be  routed  directly  to  an  assigned
lesson without having to provide a password, or can use a pass-
word  to  identify  who  he/she  is  and  then be routed  to his/her
lessons.  Since in most cases, the student  shares a terminal with
several other users, he/she will use the password option.

A "multiple" is similar to a student, except that he/she executes
lessons  using  a  signon  that  may  be  used  simultaneously  by
more than one user.

An "author" is a user who, in the process of developing instruc-
tional materials,  may  create, modify, or destroy data contained
in  various  files on PLATO  for which he/she knows  the  change
code. (See section 3 for a description of file change codes.)

An  "instructor"  may  study  available  user lessons  and  add  or
delete  students  from  any  course  roster  file  for  which  he/she
knows  the  change  code.  In  addition,  the  instructor  develops
curricula  and  sequences  of study  for the  student and  multiple
sign-ons in a course roster.

When  a  new  user  has  been  given  a  "PLATO  sign®n  name"
and  the  name  of  a  "course  roster  file",  the  user  is  ready  to
sign  on  for  the   first  time.  The  following  sequence  illustrates
.'ie   process.   (For   the   purpose   of  this   example,   the   user's
PLATO name will be  "newuser"  and the PLATO course will be
"newcours".)

F+ess    hEXT    to  begin

Figure 2-I.  Sign-on Sequence:  "Press NEXT [o Begin". I;ither the
display  shown  here or the display in Figure 2 should be the first
you  will  see  at  the  terminal.  If there  is  something  else  on  the
display  screen,  press  the  "SHIFT"  key  and  the  "STOP"  key
(SHIFT-STOP) together several times until this display appears.
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®
F"

CST
Monday,   October  31,   1977

WELCotf  to  PIJ]ITO

I,,-
type  your  FLflT.O  name,  then  press  hE*T:

> rtc-
GD

ooNTRgL  mitt)  cej5iojiaE]Tlow

Cop}rifht  Coritrol   Data  Carp.   1977

Figure 2-2. Sign-on Sequence : Enter PLATO Name. Thi:s disphay is
the first display that requires an input by the user.

Type your PLATO name (Example : newuser) at the "arrow" ( » ).

T)pe  the  name  of  your  FLfiTO  Course,   then  hold  doom
the  SHIFT  kq;  .nd  press  the  STCP  kq+.

tifhen  )+ou  are  read)/  to  leave,   }+ou  shoiLld  press
these  saiiie  ke}/a   ®lIFT-STCP)   to  .sign  off..

> rtt-rs

Figure 2-3. Sign-on Sequence: Enter PLATO Course. Typeinthe
PLATO  course  name (Example:  newcours) at  the  arrow(   >  ).

2-2

Choose  a  paae.rord  for  )^ourerel f .

Choose  sore  I..ord  or  r`iflt>er  that  )+ou  I.il I
rthchber,   end    Dchl.T  TEIJ.  are+one  what   it   isl

Every  time  )+ou  sign-on  to  this  course,  you
ITust  t>4>e  in  this  passli.ord;  this  scr`res  as
your  unique  identi fication.

f)  random  rumber  of  Xe  I-ill   appear  for  each
ke)/  )/ou  press  so  nobod)/  can  see  uit.at  }+ou  t)pe.

T}pe  >+our  passl.lord,  then  press  hf*T.>-
Figure 2-4.  Sign-on Sequence: Make up Password. Anon user w."
see this display on his/her first sign-on to allow him/her to make
up a password and type it in at the arrow.

Chocae  a  p=±±±±!ord  for  >+oursel f .

Choose  some  Word  or  nlflber  that  )+ou  gil I
re=rR=iii5€r,   and    rml.T  TELL  aivone  what   it  is!

Every  time  }.ou  sign-on  to  ttiis  Course,  )ra+
fhJst  t}pe  in this pEissiiiord;  this  serves  as
>/our  unique  identi fication.

A  random  number  of  Xs  u.ill  appe.r  for  each
ke).  you  press  so  nobod>.  can  see  tghat  you  t>pe.

T)pe  your  passrord.  then press NEXT.

>XX-
Do  it  again to fnake sure.

T}pe }+our  passi-.ord,  tTm pr- hEXT.>-
Figure 2-5. Sign-on Sequence : Repeat Password. The aystem will
ask  you  to  retype  your  password  to  conflrm  it  and help you
remember it.

Note: IVo oHe can tell you what your password is if you forget it.
Your account  director can  erase your password  or assign you a
new one, but no one can read your old one.

Since your password  is your primary  security  on  the  system,
you  should  change  it  periodically to avoid the possibility that
someone else has discovered what your password is. The follow-
ing sequence inustrates how to change your password.
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'   f-rxxJE

Choose a  lesson:

lgr available

This  is  tlte  rir`st  time  these  reoordr  have been  used.

Fz.grire  2-6.  .4wfrfeor Mode  Pzzge.   This  is  the  display  that  a new
author will see following the sign-on process.  Note the message
indicating  that  this  is  the  first  time  these  records  have  been
used  (i.e.,  this  is  the  first  time  "newuser',  of "newcours" has
signed on).

"Student"  or  ``multiple"  sign-ons  will  go  immediately  into  a

lesson determined in advance by the course director.

T>pe  )+our  p._±e!±±®rd,   then  prt=s  l`E*T.

>XX-

OR. . .F+ese  the LJe  ke};  for  addition.I  optionB

Figure  2-7.  Password  Change  Sequence:  Enter  Old  Password.
For a user who has previously selected a password, this display
will  follow the displays shown in fugures 2-2 and 2-3 (i.e., after
you have given your PLATO name and PLATO course. You have
two options at this point:

I.      Type your password and pressNEXT. Thiswill allowyouto
continue your normal activity.

2.      Type your password and press LAB for additional options.
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This will allow you to change your password or select some
other options.

Note:  You have to supply the old password in order to change it.

F+ess  IJ€                to  change  your  passlA.ord
mTf)               for  infonriation  ori  )^our  records  -
SHIFT-m"  to b}pass  the  Site  acccas coritroller
htxT              to  corut irue

Figure   2-8.   Password   Change   Sequence:   Select   option.  Thi+s
display gives you a choice of four options:

1.       Press LAB to change yourpassword.
Pressing  LAB  at this  point  will  allow you  to change your
password   by  taking  you  through  the  process  shown  in
figures 24 and 2-5.

2.      Press DATA for information on your records.
Pressing DATA will show you some information about your
use of the  system  including your cumulative hours on the
system, number of sessions, etc.

3.      Press SHIFT-DATA to bypass the site access controller.
Pressing  SHIFT-DATA allows the  user who  knows  a code
word  to  bypass  "subsite" controls that determine who can
sign  on at  the  terminal.  Use TERM-consult  to  discuss  this
Option.

Note:  This  option  may  take  on  special  meaning  on  PLATO
systems other than the Control Data PLATO services offering.

4.      PressNEXT to continue.
Pressing  NEXT wfll allow the user to continue without
selecting a new password,

In  the  user  sign-on  sequence  that  is  illustrated,  the  two basic
security  controls  of  the  PLATO  system  are  brought  to  your
attention.  In  figure  2-3,  you  are  reminded  to  "SHIFT-STOP"
to  sign off.  If you do #o/ do this, but simply walk away from
the terminal,  the next user can simply continue with your sign-
on.  This  would  allow  him/her  to have  access to anything that
is available from your sign-on.

When you have completed the "SHIFT-STOP" process, you will
see the display in figure 2-9 or figure 2-10.
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F+ess    hEXT    to  begin

F!.gc¢re  2-9.     Sz.g#-o/r Di.sp/aj;.    One  of two  displays  illustrating
that  you  have  signed  off from  the PLATO system.  (See  figure
2-I 0 also. )

®
FM

CST
Mono.y,   October  31,   1977

hEbco.I  to FmTO

159 u-

T}pe  )+our  PLATO  naflie,   then  press  NEAT:

>

GD
cONTfapL  ceTf`  corenTION

Copyright  CorTtrol   Data  Carp.   1977

Figure  2-10.   Sigrrof f Display.    One  o[ two displays ilfustratinB
that  you  have  signed  off from  the  PLATO system.  (See  figure
2-9 also.)

In  figure  24, you  are  reminded  to  select  your password  and
"DONT  tell  anyone  what  it is." If you allow someone to use

your  sign®n,  including  your  password, he/she  can have access
to anything that is available from your signon.

It   is  inportant   that   each  user  protect  his/her  security  by
not  allowing  any  other  person  to  use  his/her  password.  If an
unauthorized user gains access to the system by using someone's
signon,  there  is  no  way  for the PLATO system to detect this
event.
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IF  AN  ACCOUNT  DIRECTOR  SIGNON  IS  USED  BY  AN
UNAUTHORIZED USER, j4££  4ccocmrr  £EyE£   SECC/R-
ITY CONTROLS CAN BE BYPASSED.

IF  A  COURSE  DIRECTOR  SIGNON  IS  USED  BY  AN  UN-
AL"HOF(1ZED   USER,   ALL   COURSE   LEVEL   SECURITY
MEASURES CAN BE BYPASSED.

PLATO  COURSE   ROSTER  SECURITY

A  PLATO  course  is  essentially  a  group  of  persons  who  share
some   common   denominator  in   their  involvement   with   the
PLATO  system.  As such, each  of these users is registered  with
the  system  in  the  same  course  roster file,  and  their individual
user  records are located  together in what  is temed  a  "course"
file.

One or more users from  one account  or customer organization
are selected  to be  "course directors". The course director main-
tains  the  infomation in a PLATO course file and controls the
"enrollment"  of user names in  the PLATO  course. The  course

director  must  be  a user type  "author". The  following displays
illustrate   the   sequence   the   course   director  goes  throuch  to
handle course maintenance and security.

fLiTrm rue

Choose  a  leaaon:

>-ra

tee available

Figure   2-il.     Course  Director  Actions:    Enter  Course  Name.
At any time  while  the course  director is  at  the  "author mode"
display,   he/she   can  type  in  the  name  of  the  course  file  to
execute  course  director options.   (Example  course name:  new-
cours).
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fomy -  )^ou de not  have the correct  seaJrity code

T}pe the seaJrity code of this course:

>  rooooo{

Figure  2-12.     Course  Director  Actions:     Enter  Security  Code.
The  user must supply  the correct security code  for the course.
This  code  is  selected  by  the  course  director.  (See  figure  2-14
for further information about the code word).

The  user  can  type  the  code  word  in  now,  or  preset  the  code
word   in   advance   by   using   the  "SHIFT-s"  option  from  the
author mode page.

Depending  on  the  options  selected   on  the  display  shown  in
figure 2-14, the security illustrated here may not be required.

(outhore)

Course  .ria..oours. 2  paple
le  sf»ces  left

Choose  an  option   (or  press  lflJD :

I    se or  chaive  someone.a record

2    FaslEF!  operetionl
(I ist,  add.  delde,  iiicasage5,  who's  Turmiro

3    STf`TISTICS  on  reoord{5

•   seclfL aptionB

F+cee  Bfxx  to  le.ve.

F+eao m"  for co.ir.e delcription.

Figure  2-13.  Course  Director Actions:  Select  Oi]tion. The ffust
display   for   the   course   director  allows   a  choice   of  several
options.  Figures  2-14 through 2-21  illustrate various actions the
course director can execute.
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Course    na.oours        Cretited    I./31/77
f)oeouTit  traind
Last  edited  ~-lJ)/3l/77       16.36.35       Station   11-16by --  T-

courge  --    rie.iooure  I
last  action  --    f)dcl  student

(record  r.aAetudenrt)
Chocee  a  letter  or  "Ihocr  to  change  all  erTtry:

I.   To  chaTte  course    --    .*-* ....-.
2.  To  inspect  oo.Jrse  --    .I .... I...
3.  Systerl  I)ooess  to  course  --    fuoliED

4.  Student  hlotes  file        --
5.   Data   file  name
6.  Router  lesson  name        --

Course  Director  Inform.tion:
a.  Nanre  --------------
b.  Deptmff il iation  --
c.  Telaphone  mJitber  --
Co.+rae  lnfor"t ion:
d.   Course  Deaigriation  --
e.  Locationrschool   -----

I .   One  I ine  description  of  oourae:

Figure    2-14.    Course    IItrector   Actions:   Course   Description.
Pressing DATA from the display in  figure 2-13 brings you to the
course  description.   Items   I,  2,  and  3  control  the  security  of
the course.

Item   I   controls   who   can   change   (i.e.,   edit)   the   course   file.
Whoever  knows  this  code  word  can  act  as  a  course director for
.ourse  "newcours".  Item  2  controls who can inspect (i.e., read)
the  course  file  information.  Item  3  indicates  access  by  Control
Data personnel to the course file. (See section 3.)

The security of a course ffle is controlled in two ways:

I.      Control  of who  can  change the  course  file (i.e.,  course
director).

2.      Control of who can inspect data contained in the course
fJe.

Both  options  can  be  controlled  either by  establishing  a  code
word or by  allowing users  from  a specific course or account to
have  access.  The latter method is referred to as a "group code''.
Selecting   the   "code   word"   options   implies  that  the  course
director must make up and remember a code word and enter it
each  time he/she wants to edit the course.  If the  code word  is
divulged   to  another  user,  that  user  can  also  execute  course
director  options.   If  an   unauthorized   user  randomly  guesses
the code word, he/she can also execute course director control.
(Changing  a  code  word  is  illustrated  in  figures 2-15, 2-16 and
2-17.)
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Course   nelioours        Cre.ted    le/3l/77
Flecount  tra ind
Last  edited  --le/3l/77       16.36.35       station  ll-16by -- , r-

course  --    rier.coura  I
last  action  --    f)dd student

(record  r.allstudent}
Choose  a  letter  or  "rmber  to  cTuTtze  an  entr`)+:

Enter  na.I  code,  or  press  LJ€  for  GfraJP  oodea
I.  To chaTte course   --> X~    .
2.   To  irepect  co`Lrse  --    *..**.**..
3.  Sy5teri  Rooe§s  to  Course  --    f]J.OIdD

+.  Student  Nbtes  file        --
5.   Data   fi)e  name
6.  Router  lesson  name        --

Course Director  lnfor"tion:
a,   Nblne  --------------
b.  Deptffif lil iation  --
c.   Telcpt.or.e  "Jflber  --
Course Infor"t ion:
d.  Course Dcaipation  --
e.  Location€cT.ool   -----

I.  One  I ine  decription of  oourae:

Figure 2-15. Course Security Actions:  Enter Change Code Word.
By  typing  "I " on  the  display in  figure  2-14,  the system  clears
the previous code word to change the course. Typing a new code
word  at  the  arrow appears as  a random  number of "X"s. Press
NEXT when you are done.

Course    nat.oours        Created    le/3l/77
fteoourTt  traind
Lest  edited  --     11/31/77        16.36.35       station   11-16by --  T-

cour`se  --    riaA.oo`irt  I
last  action  --    f)dd  studerTt

(record  neiostuderit)
Choose  a  letter  or  rumbcr  to  chan-a  an  erTtry:

ETiter  net.I  code,   or  press  LfD  for  GfRAP  oockrs
I.   To  change  Course    --»  rooooo{             Do  it  agairi.
2.  To  inspect  course  --    .*.*****..
3.  Syaten  I)ooees  to  coor`se  --    f]louED

•.  Studerit  Note.  file        --
5.   Data  file  name
6.  Router  lesson name        --

Course  Director  Information:
a,  Nalne  --------------
b.  DcptAffilietion  --
c.   TelcF>hone  nlflt>er  --

CoLirse  Inform.t ion:
d.   Course  Desigr.ELtion  --
e.  Locationrschool   -----

f.  One  I ine  description  of  course:

Figure   2-16.   Course  Security   Actions.:   Repeat  Change   Code
Word.  The system asks you to repeat the new code word to help
you  remember  and  verify  it.  Press  NEXT when you are done.
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CouT`se    newcour`s         CT-eated     le/3l/77
f`ccourlt  tra ind
Last  edited  --lJ/3l/77        16.4e.36       station   11-16

by --   n-ssr
course  --    ne`^.cours  i

last  action  --    Change  systan  access

Choose  a  letter  or  r`urrber  to  charq=e  an  entry:

I.   To  change  cou'T`se     --     ** .-.- ****
2.   To   inspect  course  --     *********.
3.   Systen  access  to  course  --    fucLLED

4.   Student  Notes  file        --
5.   Data   file  name
6.   Router  lesson  r.ame         --

Course  Director  InfoTli`at Ion:
a.   Name  --------------
b.   Dept/f}ffil iation  --
c.  Telephone  "iiTber  --
Course  lnformat ion:
d.  Course  Designation  --
e.  LocationAchool   -----

f .   One  I ine  description  of  Course:

Figure  2-17.  Course  Security  Actions:  Completed  Code  Word.
The new code word is entered.

Use  of group  codes  allows  the  course  director to specify  that
only  those users in the same  course  or the same account as the
course director can have access to the course ffle. This method
of control  prevents  accidental  disclosure  of a  code  word  that
would  allow  unauthorized  access.  Since  a  user  must  be  in  a
specific  coulse  or  account,  the  system  will  prevent  all  other
users  from  ac`cessing  the  course  file.  If group  codes  are  used,
the  security  code  request  mustrated in  figure  2-12 will not be
a requirement.  (Establishing group  codes is illustrated in figures
2-18 through 2-21.)

Course    nal.oours        Created    1®/31/77
I)ooourrt  tr.ind
Last  edited  --11/31/77       16.36.35      st.tion  ll-leby -- -

course  --    r.aiioours  I
last  action  --    Fldd  studerit

(record nai\etudut)
Choose  a  lcttcr or  nldt>er  to ch.nee an  entry:

Eriter  na.I  Code,  or  pre5e  LJB  for  GFmp  codes
I.  To  ch.r`.e  Course    -->
2.  To  inapect  course  --    *...* .....
3.  Syatct  f)oeeas  to  course  --    flLOuED

StuderTt  l`lotes  fit e        --
beta file -
Rol+ten  lesson  name

Course Director  lnfor"tion:
a,  NIce  --------------
b.  DcptAffiliation  --
c.   Telapihone  nlflber  --
Course  lnfor"t ior):
d.  Cour-se  D-ignEition  --
e.  Locatiorrfetrool  -----

f.  One  I ine deaeription  of  oour8e:

Figure   2-18.   Course   Security   Actions..   Change  Code  Words.
By  typing  a "I" from  the  display in  figures 2-14 or 2-17, you
can  select  the  group  code  option  by  pressing  the  LAB  key.
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Course    na..eours       Created    I./31/77
f)ooourTt  tr-aind
Last  edited  --I./31/77       16.36.35       Station  11-16by -- '-

cour`se  --    hal.court  I
last  action  --    I)dd  etuderf

(record  naAE3tuderit)
Choose  a  letter  or  niftber  to char€e .n endTy:

F+ess  I   for`  COLJes  Code;   2   for  FmaJ`IT  code
I.  To  charte  course    -->
2.  To  inspect  course  --... ** ...-.
3.   Systen  f)ooess  to  coLrm)e  --    ftLaAED

•.  Student  hlotca  file        --
5.  Data  file  naflie
6.  Routcr  lcason  name

CouT.se  Director  lnfoTi"it ion:
a,   Name  --------------
b.  DeptAffiliation  --
c.  Telq,hone  nimt)er  --
Course  lnfoT"tion:
d.   Course  Dt5ignELtion  --
e.  Locationrsehool   -----

f.  One  I ine  description  of  Course:

Figure   2-19.   Course   Security   Actions:   Select   Group   Codes.
You can now select option  I  which  will enter the course name
that you, the  course  director, are a part of, (see figure 2-20) or
you  can  select  option  2  which  will  enter your account name.
(See figure 2-21.)

Course    na.roour3        CreEited    le/3l/77
f=cccunt  tr.ind
La.t  edited  --     I./31/77       16.36.35       Station  11-16by -- -

Course  --    na..eoura  I
last  action  --    fldd student

(record  na.fE}tuderit)
Choose  .  letter  or  rulnber  to  change  an  crfery:

I.  To  char[e  course    --    COIJes  na.ioours
2.  To  inspect  course  --.....- *...
3.  Seten  f`oocaa  to  oourse  --    fLLOuED

•.  Student  Notes  file        --
5.  D.t.  file  nafite
6.  Router  lesson  n.me        --

Course  Director  lnforlrat ion:
.  rthlne  --------------

b.  DcptAffili.tion  --
c.  Telqhone r*deer  --
Course  lnfor"t ion:
d.  Co.ir.e D-ig-|tion  --
e.  Locationtschool   -----

I.  one  I ine facoiption of  course:

Figure   2-20.   Cburse  Secwity  Actions..   Sample  Group  Code.
This  display illustrates  that a user listed in course  "newcours"
who has been given authority to edit course files can edit course
"newcours".  You  must  be  an  "author"  or an  "instructor" to
edit  courses.   (See   figures  2-29   throuch   2-34   for  user  type
Author/Instructor options. )
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Course    nell.ocure        Created    I./31/77
e-=-=-::ETd!  traind
Lagt  edited  --I./31/77       16.36.35       st.tion  ll-16by -- -

oouree  --    rie:lee++rs  1
last  action  --    f`dd  studerrt

(record  naiEE}tudLerit )
Choose  a  letter  or  rLmt>er  to  change  an  entry:

I.   To  chart.e  course    --    FCCCLNT  traind
2.  To  inspect  course  --..........
3.   S>.etch  ftoceas  to  cour.e  --    fLLcliED

•.  Studerit  Notca  file        --
5.  D.t.  file  name
6.  Router  lesson  name        --

Course  OirectoT-  Infoi"tion:
a.  mllt  --------------
b.  Dept^ffil i.tion  --
c.  Tel?hone  niflt>er  --
Course  lnfor"tion:
d.  Course  Dcaien.tion  --
e.  Locationrschool  -----

I.  One  I iT.e  deeription  of  course:

Ftitgure   2-21.   Course  Security   Actio"§..   Sample   Group  Code.
This  display illustrates that any user type  "author" in  account
"traind"  can  act  as  a  course  director  for  course  "newcours".

"System  access  to  course"  is  explained  in  section  4  of this

document.

The  course  director  determines  who  is  in  a  course  file.  This
control allows  the course director to determine who can access
the  PLATO  system  and  what  a  user  can  do  after  he/she  has
signed on. The fouowing displays illustrate this process.

Lest  edited  b}/  ncmieer  of  newcours
on   14/31/77   at   at®tiori   11-16

(uthore'

Figure  2~22.  Course Roster Actions..  Select  Options. Thi:s is the
first   display   for  the  course  director.  By  selecting  option   2,
"roster"  operations can be executed.  Note:  Press HELP for an

explanation of the other options.
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Roster  op€rat ioTe  for  -naiicours.

5  peoole '                      15  soaoea  left

Ctroose  an  aption:

a    SEE  or  change  someone's  record

b    see  the  RceTEF!  of  paple

c    fan  soifieone  to  the  roster

d    DELETE  someone  from  the  roster

e    leave  a  rESsfRE  for  someone

I     see  who   is  riotAi  RlroIIhx;

0+ess  Era  for  lngin  choice  page.)

Figure 2-23.  Course Roster Actions.. Select Options. This display
illustrates  the available roster operations.  By  exercising various
options   here,   the   course  director  can  control  access  to  the
PLATO system by  users in his/her PLATO course.  The process
of  adding  someone  to  the  roster  is  illustrated  in  figures  2-24
through 2-40. Select option c here.

Choose  tt.e  t>pe of  records

I  stu-
2   -ltiple

3    author

+   iretructor

Figure  2-24.   Course  Roster  Actions:   Select  New  User  Type.
Select  one  of  the  four user  types.  Figures  2-25  through  2-34
illustrate   adding   a  new   "author".   (An   "instructor"   is  very
similar.)  Select  3  and  continue.  Figures  2-35  throuch  240  il-
lustrate  adding a new  "student".  (A ``multiple" is very similar.)
Select  I  and go to figure 2-35.

2-8

Course  -ria..oours-

3  persons               17  spaoe§  left

Names  lngy  be  le  characters  long  and  may
coTTtain  I o`Aier-case  I cttcrs  and  rurbers.

Enter  the  name  of  the  naAi  author,
then press hE*T  to add,  or lffi to  set
the passliiord  f irst.
(fll I   author  options  OF-F-.)

» nc-thor

For  help  press  LDF

Figure  2-25.  Course Roster Actions:  Enter New PLATO Author
Ivame.     Enter    the    new    author    signon    name    (Example:
newauthor).

F+eas  mITfi  if  you  iiiand  to  change
the nail author record.

Figure   2-26.   Course  Roster  Actiorrs:  Change  Author  Record.
Press DATA if you want to select various author options.
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-"netudent.     (student )
un i t I

Started    le/3l/77
Last  on
Total   hours  -         fJ.fl
Signon  pass4A.ord:      folank) --roT  alxrml  YET

CTcose  an  option:

I   ctur€e f€roFD

2    charnge  spellirig  of  student.a  hflt

3    leave a rrsfKE

+    SFEclfL  aptiors

F+ess  SHIF.T-rflp  for:    delete,  turn-off

F+ess  SHIF.T-hEXT  for  ne)ct  person  in  roster
SHIFT-Era  for`  pre`rious  person
tar  for Ttlp

Figure  2-27.  Course  Roster Actions:  Select  Option. The course
director can preset or change the  password  by  selecting option
I.  Option  2  allows  the course director to select several variables
that will affect what the author can do. (See figures 2-28 through
2-33.)  Use  "TERM-consult"  for  any  questions  you have.  (See
appendix A.)

F+ess  Df)Tf`  i f  >+ou  IAiart  this  person  to  have
the  same  options  )+ou  have,

or    hEXT  to  set  iTidividial  optiorB.

Figure   2~28.   Course  Roster  Actions:   Select  Author  Options.
Press NEXI` to see all seleetable variables.
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ChELnge  options  th.t  r.aiiELutt.or  can  use.
TTrese  optiors  uiill  hold  t"e  at  all  tirhes.

Options  this  f`+thor  can  pass  on  to  an  lmstmuctor

no    a    choose  a  lesson  from  an  irBtr.   file  Cf}TfLCX;

no    b    choose  f*rr  lesson   ®)/  lesson  nafnc)

no    c    see  who  is  ruT`ning  at  the  SITE

T.o   d   see  systen-Wide  list  of  tJ±

Try    e    access  PIJBLIC  T.otes  and  systen  anTro`JnceneTTts

Paee  I  of  6.    F+ess  hBT  to  go  on.

Figure 2-29.  Course Roster Actions:  Page  1 of 6 Author Options.
Page  I  of author/instructor variables.  Use  "TERM-consult"  for
information  on  what each  option  does.  Simply  type  a letter to
change the setting to "yes".

Change  apt ioTt5  that  T -... iLthor  can  `Lse.
Tt`ese  option5  *ill   hold  tr`re  at  .11   timea.

no    a    EDIT  course   -rraAicours.    (with  apecified  aptioTtB)
(author  lunst  also  t.aye  cour`ae  .cher€€-  code)

no    b    edit  Ollfi  coursco   (u.ith  apeeified  optioie)
Q>eraon  rruat  also  have  course  .change.  code)

no    c    EDIT  student  or  rultipLe  T`ecorcb

T.o    d    EDIT  author  or  irstr`ictor  rceord3

no    e    SEE  someone's  record

no     I    See  the  RceTER  of  people

no    g    STf`TISTICS  on  students

no   h   le.ve a rE-  for somec>ne

no     I     eec  lino   is  FaJININ;

r`o   )    Iroriitor  a  ruming  stu~

r.o   k   .ip-out  .  runriing Btu~

no    I    acnd m==±ge  to  .  nirir`ir[  Btu~

Page  Z  of  6.    Ph-a urT  to fo  on.

Figure 2-30. Course Roster Actions.. Page 2 of 6 Author Options.
Page 2 of author/instructor variables.  Use "TERM{onsult" for
information on what each option does.
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Figure 2-31.  Course Roster Actions:  Page 3 of 6 Author Options`
Page  3  of author/instructor variables.  Use  ``TERM{onsult" for
information on what each option does.

Ch.rt.e  optiorb  ttiat  riei.I.uthor  c.n  use.
1TNrse  optiortB  Oil)   hold  tn.a  at  .11   tinca.

no    a    ace  student  vari®blca

rio   b   char-e atu~  v.T`]tblca

flo    c    eec  rotLter  variable5   (]f  not  uairg  moot-)

no   d   ch.r|€ T`out-v.rieblca   {if  not  usin[ moLftct)

no   €   charee a.r~  lcason

no    f    chlr€e aimend  unit

no    g    ct`.r(c  oouTse  DEScelpTIO.I

no    ti    char-a  oourte C0rmxRE  or  F-Ills   (T`outcr ctc.)

rio    I    act  up  a  .TEmJITE.  record

no    j     cl`Inge  oour.e-wide  Of)Tfl  COILECTIchl  optior-

Tio   I    CaFry .  rcoord  fran .notha  cour€.

no    I    DELJm  I)i  recorcb

Page  .  of  6.     Pr`esa  NEXT  to  8o  oTi.

Figure 2-32. Course Roster Actions: Page 4 of 6 Author Options.
Page 4  of author/instructor variables.  Use  "TERM-consult" for
information on what each option does.
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C+Bnge  aptiore  that  na*..uthor  can  `ise.
Thee  options  wLll   hold  true  at  all   t.hieo.

Ttt  rot)aiiing  options  apply   if   -mrouter.   is  used.

no    a    see  CIRIlaJLIJl  deoigti

rro    b    see   individiel   curriculufn  STf`TUS

rro    c    char€c  c`irriaJluJn "lES

ro    d    chan.a  nrodile  oonpletion  CFilTERlfl

ro    e    chariee  ntochle  FFxmssICN  ordr

no     I    change  ourriail`im  SEQIENIS

no     g     change  lessori  Cf`TfLOG

no    h    ctiange  individlal   airT`iculuin  rmLf  setting

r.o     )     create   LndividLial   a+rricul`itn  =qlEpeE:

no    j     chELr-e  indivichial   seCh€  or  lesson  CcmETIchl

Figure 2-33.  Course Roster Actions:  Page 5 of 6 Author Optioi.s.
Page 5 of author/instructor variables. Use "TERM¢onsult" to get
information on what each option does.

Figure  2-34.  Course  Roster  Actions:  Page  6  of  6  Author Op-
fz.our.   Page  6  of author/instn)ctor variables.  Use  "TERMcon-
sult" for information on what each option does.

Many  of  the  options  in  the  six  pages  shown  in  figures  2-29
through  2-34  relate to security  controls.  For example, options
"a"  and  "b"  on  "page  2  of 6"  (figure  2-30)  indicate that an

author can (yes)  or can't (no)  edit course files. In other words,
if an author has a "no" here, he/she cannot edit (change) course
files  even  if he/she  either  knows  the  code  words  or  is  in  the
right group code course or account.
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course  -naA.court.

1  persoTt5                19  sptiot5  left-

Names  may  be  18  characters  lore  and  lngy
corTtain  I o`A.er-case  I etters  and  T`ihoers.

Enter  the  name  of  the  naAi  studeTit,
then press hE*T to add,  or Lffi to  set
the  paseiA.ord  first.

> n-tu-

F.or help press tflp

Figure   2-35.  Course  Roster  Actions:  Enter  New  PLATO  Stu-
de#/  Ivame.   Enter  the  new  student  sign-on  name  (Example:
neustudent).

Courae  -i?==:==:±rt.

2 p-art.          le ap.c-left

NIIbca hay be  le  charact-  long  .nd nl}+
contain lo`Itr-case lett-and riinb-.

Errter ttE n.ne of the nclil eitu±.
then pr-a hERT to add,  or LFB to set
ttt p.__s=!±±c`rd  first.

> r-tu- oL
stLI- .r,IetlJ-I a€i==

To  chiLng€  the  r`eeond  of  tt`e  nell  8tuderrt.  pre.e Ere.
For help prce. I-.P

Fiigure  2-36.   Course  Roster  Actions:  Select  Student  Options.
Press DATA to select student options.
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• naAetudeut.     (studerit ) I-n:
Lln i t i

Star+ed    I.+31;77
Last I on
Total   houT=  -        e.e
Signor passuiord:     ®laTut) --roT  C©  tET

Chc-an aption:

I    chaTige F€ixro

2    change  spell ire  of  stuclerit.a  hRE

3  leave a P-
+    EFEclfL  options

F+ess  SHIFT-Lflp  for:    delete,  turn-off

Fhess  SHIFT-hE*T  for  ne)ct  person  in  roster
SHIF.T-Bfxx  for  pre`.ious  person- for help

Figure  2-37.  Course  Roster  Actions:  Select  Option.  The course
director can preset or change the password by selecting option I .
Figures 2-38 through 240 illustrate how to change a password or
how  to  eliminate  it  if  desired   for  student  records  only.  Use
"TERM-consult" for any questions.

stated   il..I;77
Last  on
Total  hours  -...
§igr.on  pELaal-.ord:      a>l.rJc) --rot  Cl©I  YET

>                                 FheB. IJe  to cle.r  it.
I+e.a  t»Tf`  i I  no p±±=-?rdi. -ired.

Ct-.n options
I   chnge l±cO
2    char-e apell irt  of  Studerd:'. Afrs

)  lezl,,e , ii-
•   seEL optior-

Figure  2-38.  Course  Roster Actions:  Change Student Password.
Type " I ", then either press LAB to clear the old password, press
DATA if none is required (see figure  240), or type in the new
password and press NEXT.
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Figure   2-39.  Course  Roster  Actions:  Re-enter  New  Password.
Type in  the  new password  again  to confiml it and press NEXT.

• r.aAr5tudert.     (9tuderrt)

Star+ed    I./31/77
Lest  on
Total  hoi,irg  -        e..
Signon  paastrord:    none  req|iir`ed

C- .n Option:
I    chELT|€ Fmaue

2   change spell ine of studut's hRE

3  leaye a I-
•   stclfL optiore

Fhees 91IFT-lDP  for:    delete,  turn-off

Fhese  SHIF.T-hB{T  for  ne)ct  person  in  roster
SHIF.T-Bfxx  for  pre`rious  person
tdi  for help

Flilgure  2-40. Course Roster Actions : Remol)e Student Password.
If you press DATA at the display in figure  2-38, a password is
not required.

Since  the  course  director  has  access  to student records  of the
people enrolled in his/her course roster file, the director should
be  aware  of the  federal  and  state  laws  requiring  that  student
records be maintained confidential.

ACCOUNT  SECURITY

The  "account"  is  the  capability  in  the  PLATO  system  that
allows  a  group  of  people  to  have  access  to  it.  An  ``account
director" can perform the following tasks :

2'12

•   create files
•  destroy files
•  rename files
•   cO'py files
•  lengthen files
•  shorten files
•  change file code words
•  list the titles of all files in the account

These  tasks  can  be  categorized  as file management  actions.  In
a fileoriented rystem such as PLATO, this is an important part
of the overall  security  of the system.  Note:   Since the  account
director  can change  file  code words, he/she  can access any  file
within the account structure.

The  account  director  accomplishes  the  above  tasks  by  use  of
the system lesson "accounts".

When a new account is created, CDC PLATO systems personnel
create  an  account  name  and  a  course  roster  file  in  the  new
account.  The  new  account  director's  sign®n  name  is  entered
into  the  course  roster  and  control  of  the  account  is  tuned
over   to   him/her.   The  new  account  director  will  work  with
someone in the PLATO services group during his/her first con-
tact with account options.

The   following   displays  illustrate   the   sequence   the   account
director goes  through  to  do  account  level  activities, including
handling  the  security  of the account.  Example account name:
traind.

ftjThm res

Choose  a  lesson:

»  traind

rELF]  available

Figure 2-41. Account Director Actions.. Select Account. Typein
the  name  of your account (Example:  traind) and  press NEXT.
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f`ccount  -----------  tra i nd

a.    F.iles  for  this  accourit

b.    Selected  iujor  users  list

c.    References  b}/  other  accounts

d.    References  to  lessons

e.    Usage  data  b)/  lesson

f .     CurreTTt  users  in  this  accourrt

g.    Log  of  file  operations

hEXT:     ELF)T0  file  manegenerit  options

Lf6:    enl  file  .tianagenert  options

raTfl:    General  account  infor"tion

Figure  242.  Account  Director Actions..  Account  Options. The
first  display  for  the  account  director  lists  the  various options
available.  Press  NExr  to  see  the  general  account information
shown in figure 243.

floco`iut-----------tr.Lnd

flocourt  Director  --  ntbiuser  -  ne-.ooura

Saoes  rev..inin[  -----     142
Spaoce  al totted    -----     I l4
File3  in  aooount  -----         5

Sube!criptiore--------2

I.     Imapect  code  -~ --------------  No  code--d]rector  only
2.     Data  change  oode  ------------  No  oode--director  only
3.     Fi)e  cl`artpe  code  ------------  No  code--director  only
•.     Access  by  syaten  personnel   --  fLLOuED

5.    Lesson  tote8  File  -----------

Fht5s  the  r`iht>er  to  chLree  .n  lten.

Figure  2-43.  Account  Director Actions:  General Account lnfor-
#'!afz.o#. The general account information as shown here illustrates
that  only the account director, newuser-newcours, has access to
this information. The account director is the only signon who can
change  the data on this display. However, by using various code
word  options,  the account director can allow other users to do
some account director activities (see figures 244 through 248).

The   three   codes:   inspect   code,   data  change   code,  and  file
change code, allow the account director the option to let other
sign®ns  execute   some   account  director  options.  Each  code
can  be  left as shown in figure 241, allowing only the account
director, or the codes can be set as code words or group codes
as  discussed for the course director. Only the account director
•(newuser-newcours) can change the settings of the code words.
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•  The   "inspect   code"   determines   who   can   inspect   the
account infomation.

•  The  "data  change  code"  determines  who  can  clear  (i.e„
re-initialize) data that is collected  about the use of lessons
from the account.

•  The  "file  change  code"  is  the  most  powerful  option the
account   director  can   allow  other  signons  to  use.  This
allows the user to carry out all fiile management operations
within the account.

ftecount-----------tr..ind

f`coount  Dlrector  --  na.I..cr  -  reLicour8

Spaces  rcodiin.r[  -----     lea
Spaces  al I otted    -----     Ilo
Filea   in  aooount   -----         5

SubscriptioTe--------2
Enter  code,   or  preea  LJ€  for  Grmp  Codes
1.    Inspect  oode  ----------------  > ~
2.     Data  ch.nge  code  ------------  r`lo  code--dLrector  only
3.     File  ct`ange  code  ------------  No  code--director  onl`/
•.     Rooess  by  5y5ten  personr.el   --  flLOuED

5.      Lese}on  hlotes  File   ---+---+---

Press  the  ruhoer  to  ct.arBe  an  iten,

Figure  244.  Account Director Actions:  Change Security Codes.
By  entering  a "I", the  account  director can  type in a security
code  that  would  allow  anyone  who  knows  the  code  word  to
"inspect" the account information. (Press NEXT after you have

completed the code word.)

`    flocourit   -----------  tr..lnd

f`ocouTtt  Director  --  na.Liser  -  na..eour-

Sp.ce5  T`enainiT[  -----     182
Spaces  al 1 otted    -----     llB
Flies  in  aooount  -----         5

Subscriptiore  --------  2                                    ancl  e[.in
Enter  code,  or  preae  LJe  for  GF"P  oodes
I.    Inspect  code  ---------------- > XX~
2.     Data  change  code  ------------  No  Code--director  only
3.     File  change  code  ------------  ho  code--director  only
4.     f`coess  by  syst®  personnel   --  fLLOuED

5.     Lesson  Notes  File  -----------

Press  the  nlhoer  to  chartze  an  item.

Figure  245.   Account  lltrector  Actions:   Repeat   Code   Word.
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The  system  requests  a  repeat  of  the  code  word  to confirm it.
(Press NEXT.)

f±iut  -----------  tT.a I Trd

fk:oourrt  Director  --  na..ear  -  na.coupe

Specee  rcmining  -----     I.2
SFnces  .I I otted    -----    i I.
Files  in  .ocound  -----         5

&ibecriptiong--------2
Enter  code,  or  pr`esa  Lee  for  Gfmp  oodee
1.    Inapect code ---------------- €(
2.     Dot.  champ  code  ------------  >
3.     F.ile  ct..rue  code  ------------  hlo  Code--director  only
1.     Pecess  b)/  sy5tco  per.ortne)   --  fLLOuED

5.     Lcaaori  Nbtee  F'ile  -----------

Fhess  the  nuAt>er  to  ch.nee  an  it-.

Figure  246.   Account  Director  Actions..  Select  Group  Codes.
By selecting a "2", the account director can enter a code word as
illustrated in figures 244 and 245, or by pressing the LAB key,
group  codes  can be implemented as shown in  figures 247  and
248.

fleecuut-----------tr.ir.I

fk>ocxirrt  Diredor  --  rm.I.ar  -  ne..ico`.r.

Sacc-  r`-.ining  -----    I.2
Spece8  .I I otted    -----    I I.
File.  in  &coount  -----         5

&ibseriptiong--------2
Fhesa  I   for  CaJi= codei  2  for frmJ`lT code
I.   In.pect oode ---------------- X~
2.    a.t.  ch.nge  code  ------------  >
3.    F.ile  charge  code  ------------  No  code--director  only
1.    f`oees b}/ 8y.t-p-omel   --  fLLOIAED

5.    Lcaaon tote File  -----------

Press the riilber to ch.rtp. dn  it-.

Figure   247.   Account  Director  Actions..   Select  Couse. Code.
After  pressing  the  LAB  key,  the  account  director  can  type  a
"1"  for  a  course  code  (figure  248)  or  a  "2"  for  an  account

code (figure 249).
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flccouTit-----------traLnd

flcoourrt  D]rectoT`  --  r.e`.user  -  ne.tours

apecea  raiialning   -----     142
Sp.¢ee  .I I otted    -----     11.
riles  in  .ccount  -----        5

SubecriptiorB--------Z

I.   Inspect code ---------------- ~
2.     Data  ct.ELnge  Code   ------------   CCLJi=  r.ei..cour8
3.     rile  ch.rt.e  Code  ------------  No  Code--director  oTily
1.     f`oce8s  b}/  9yeten  personnel   --  ftLOuED

5.     Lcoson  hlotes  Fil .-----------

Press  the  rLihoer  to  ch.r'.  an  Itch.

Figure  248.  Account  Director  Actions:  Sample  Course  Code.
According  to  the  data  change  code, anyone in PLATO course
"newcours"   can   carry   out   the   account   director  options  in

this area.

f`ccourit-----------traind

AccouTrt  Director  --  nan.Jeer  I  riai.co..rg

Spece9  ron.inirB  -----     lJ[2
Speces  al I otted    ----.     I I I)
Files  in  account  -----         5

&Ibscriptiorb--------2

In- code CCLJes  ne`..coura
Data  change  code  ------------  COLJes  rttmeours
File  change  code  ------------  COIJes  naA.couT-a
f`coegs  by  systen  p€rsortnel   --  fLLOuED

5.     Lesson  Notes  F-ile  -----------

Press  the  nJmber  to  change  en  iten.

Figure  249.  Account  Director Actions:  Sample Account Code.
Anyone in  account  "traind" can  carry out the file management
options of the account director.

An  effective  security control measure for the account director
is  the  establishment  of a  special  course  (example:  newcours),
in  which  the  account  director  is  listed  along  with  other in-
dividuals  who  are  authorized  to  do  account  director options.
By  setting  all  of  the  codes  to  group  codes  for  that  course,
(see figure 2-50) no unauthorized access can occur.
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FtccouTit  -----------  tra i nd

f}cco`int  Director  --  neuuser   -  ne`AicouT-a

Spaces  raviaining  -----     1B2
Spaces  al I otted    -----     Ilo
F-iles   in  account   -----          5

Subscr i pt i orls  --------  2

ImaF~t  code i-
Data  change  code  ------------  CCLJee  neocours
F-ile  change  code   ------------  fx=CCLINT  tT`aind
Flccess  b>/  sy5tan  personnel   --  fuotLED

5.     Lesson  Notes  F-ile  -----------

Press  the  rumbeT`  to  change  an  itan.

Figure    2-50.    Account    Director    Actions..    Sample    Security
Measure.

The  "access by system  personnel" code can be set as "allowed"
or "restricted".  This code  word is explained in section 4 of this
document.
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FILE   ACCESS  SECURITY 3

Several   different   types   of  files  are
system  user.  From  a  security  point
two types of control mechanisms:

a.      Control of the ffle content
(File Content Security)

available. to  the  PLATO
of view,  you can exercise

b.      Control of who can execute a lesson file
(Lesson Execution Security)

FILE  CONTENT  SECURITY

The  mechanism  used  to  control  access to the contents of any
file  are  simflar  to  the  code  words  or group codes already dis-
cussed for the account director and the course director.

The  displays  clown  in  figures  3-1  througiv 34 illustrate creat-
ing  a  fiiile  and  the  resulting  infomation  that  can  be  set  for
security control. (Example file name: newlesson).

flecount--------------traiTrd
F' i I es  ----------------  5
Spaces allotted/used--Ill  /  e

F.ile  managenent  options`:     >

i.    Create  a  file

2.     Destroya  file

3.     Re-name  a   file

+.     Make  another  copy  of  a  file

5.     Lengthen  a  f ile

6.     Shorten  a  file

7.     Change   file  code  tA.ords

8.     Inspect  lesson  inforrrL.tion

Figure  3-1. Account Director File Mgmt.:  File Request Options.
From  the  account director option  page  (see  figure  242), press
NEXT to get here. Type a "I " to create a new file.
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Create  a  file:

Select  ncol   file  t>4>e:     >

a.     Normal   TLJTOR  lesson
b.    Router  lesson

c.    Course
d.    Personal  notca  file

e.    Ir`structor  f ile
I.     Studenrt  notes  I ile
f.    Studerrt  data  file

h.     Group  note.  file
i.     0®tasetj.-t

Figure 3-2.  Account Director File Mgmt. : Select File Type. These
are the types of files that can be created. For this example, select
"a" to create a lesson file - "newlesson".

Create  a  file:

Select  r.caAi  file  t)pe:

a.     hlormal   TUTon  lesson
b.    Routerl©n    .

c.     Course
d.     PersoT.al   notes  file

e.     InstTuctoT.  fi le
f.     StuderTt  notes  file
9.    Studertt  data  file

h.     Group  notes  file
i.     Datasctj.  hl-t

Ettter  naAi  file  name:       neulesson  ok

Enter  nJflber  of  Spaces:       3  ok

File  created.

Figure  3-3.  Account  Director  File  Mgmt...  Create  a  File.  This
display represents the results of several user actions. After "select
new file type", an "a" was typed; response "OK". Next, the file
name "newlesson" was entered with a response of "OK". (Note:
Each  file  name  on  the entire system must  be unique.)  Finally,
three spaces were requested for the file, response "OK", and the
file was created.
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Lesgon  name  ----  neiAilesson
Starting  date  --ll/J3/'77

Disk  pack  --  enact
f`ecouut----traind

Last  edited  ----   ll/e3/7715.31.49
b}/  ----  neAliacr  of  nai.cours
at   ----   I I - I 6

Pr`ess  the  associated  letter  to  change  aTi  erTtry.

SECLJ3ITY   CCXJES:
a.   To  chan[e  lesson  ---    blardc--OFEbl
b.   To  iTispect  lesson  --     blank--OFml
c.   To  access  comon  ---    blan)c--OFml
d.   To  -use-  lesson  ----    blank--Cwml
e.   To  -junpout-to  ----    blanlc--OFDl

I)ooess  to  file  b}.  a)+stan  personnel :
f .   Sy5teri  F`ooess  ------     fLLCIAED

'F!efenence  for  -use-  com"ind:
8.   Lesson  nEme  --------

Pt`ces lBT  for  LessonA+tttor  Infor"t ion

Figure   34.  Account  Director  File  Mgmt.:   Set   File   Security
Words.  By  entering  "newlesson" on  the  author mode page  and
pressing  NEXT,  the  new  lesson  file  created  by  "newuser"  of"newcours" can now be  edited  and  the various code words can

be set. For questions about anything on this display, use "TERM-
consult" from your terminal.

LESSON  EXECUTION  SECURITY

Execution of a lesson ffle by a user is one of the most inportant
tasks  on  the  PLATO  system.  The  owner  of a lesson  ffle must
detemine who should be allowed to execute his/her lesson. The
default security, i.e.,  the option implemented unless 'the owner
changes  it,  is  to  allow  all  users  who  know  the  file  name  to
execute  the  lesson  file.  The  owner  of  a  lesson  fiile  can  take
advantage  of  special  author language  commands,  Course-and-
name-,  as well as a system-reserved word "zacnam" to build his/
her security schema into the lesson. The security schema can be
as  simple or as complex as the owner (author) wishes to make
it.  The  following  display  illustrates  2 samples of lesson execu-
tion  security.  Example  I  (figures  3-5  and 3-6) will  allow only
I  sign-on to execute the lesson. Example 2 (figures 3-7 through
3-9) establishes a mechanism  that can be used to screen several
sign-ons and  assign a variable level  of security to each user that
can  then  be  used  in  the  lesson  to  determine  what  units  each
user will be allowed to execute.
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Figure 3-5.  Lesson Executing Control..  Sample Control Program.
This   display  contains  author  language  statements  that  allow
"newuser"  of "newcours"  to  go  on  to  unit  "continue" while

the  "jumpout"  command  on  line  10  causes any  other user to
exit  from  the  lesson.  Lines  11,12,  and  13  simply confirm that
the test was successful as shown in figure 3-6.

)+ou  may  contirue  in  this  lesson

Figure 3-6. Lesson Execution Control:  Sample Message.
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Figure 3-7.  Lesson Execution Control.. Sample Control Program.
This display illustrates some sample author language statements
for  a general security schema.  Note:  Line 5  will cause a minor
condenser  error and should be removed along with unit "test"
after this method has been successfully tested.

®t                I,I,
I.nit.     t}4). aelplc   r ....
ri_cij       lzl,

I ong          le®tora   -,|e
oL-rt-
t             I,,1

I.Tit.     t}pe aeple cclir.e
-    161,

•tore.     oouree
ok-

t                  '®1,
I-it.     t}Ft a.IIpl.   .eecunt  n.ee
d-ril     211 +
•tortl   a.ocna.
o*-

Figure  3-8.  Lesson  Execution  Control:  Sample  Test  Program.
The  code used here allows the author to input sample PLATO
names,   PLATO   courses,   and   account  names  to  check  the
execution security of his/her lesson.
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2     .  update  here  uhen  account   Info   Ls  kro`.in
3      if              zaccnam..tckshopa.
•     .                 if             course-'s'
5      .                                          if                nalr.e..bilbo.
6     .                                 .               calc        slevel..
7      .                                       eloeif     narrie.'fr`odo'
8     .                  .                                    calc         slevel.2
9     .                 .                 elsei I     namel 'merri^..eath'Sandsnaihex. 'er'

10     .                   .                                      c®lc          alevel.-3
11.                 .                 else         ee  ar`);  other   's'   hobb]t8,   default
lz     .                 .                 .                c.lc         9le`rel.3
'3      ,                   .                   eT'dif
I.     .                elaeif    Course-'ria`.Butt..
15     .                 .                 calc         .]c`.el.3
16     .               else        ee    all   other  col.rae®-this  account.  defailt
17     .                                   calc         .le`rel.I
Le      .                   endif
19     elseif    zaocr`am-'corpx'
zJ     .                 c®lc         ale,,el,I
21    else          ce  all   other  .eeouTita  der.iJlt
22     .               calc        .le`rel..
23     endif
2.    .  `ipdate  here  I.inen  .oeount   ihfo  ia  rot  av.i]able
25     if            oouree-'ctcaa.
26    .              c.lc        .le`r.I.6
27    elseir    oouree.'chgiv.
2e     .                c.lc         ®lc`rel.2
29    .else      cttar.e  riothir.  from  etirller  checks
3,   edif
3',

Figure 3-9.  Lesson Execution Control:  Sample Control Program.
Unit "scheck" perfoms the security checks for this lesson. Each
user  attempting   to   execute   the  lesson   will  be  checked  and
assigned  a  security  level  "slevel"  from  0  to  6.  The author can
then use the value of "slevel" to detemine what parts of his/her
lesson, if any, the user will be allowed to execute.
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SYSTEM  ACCESS  SECURITY 4

In  order  to  provide  the  services  of  the  PLATO  system,  it  is
necessary  that  a  small  group  of Control  Data  personnel  have
access  to  virfually  all  parts  of the  system  including user files.
The capability of systems personnel to have access to all files in
a  given  system  is  inherent  in  all  computer  systems.  Control
Data  personnel  who  work  in  this  environment  will  exercise
this capability only in order to assist a user or to fix  a system-
related problem.

If  the  o`rmer  of a  ffie  selects  `System  Access  -  ALLOWED,'
CDC  personnel  registered  in  special  courses  "s"  or  "pso" can
inspect the contents of the ffle.

If the owner of a file selects  `System Access - RESTRIcrED,'
CDC personnel are not allowed to inspect a file unless they use
special  options.     The  use  of special  options  to  inspect  a  file
that  is  restricted  will  only be done in order to  assist a user or
to investigate a system-related problem.

Control  Data  personnel  in  course  "s"  using  specially  located
terminals  can  override  file code words and inspect  or edit  any
file  on  the  system  if necessary.  Action  of  this  type  will  only
be  done  to  investigate  causes  for  major  system-related  prob-
lens.  Any  time Control  Data personnel override code  words in
"edit"  mode,  this  activity  is  logged  by the system.  If Control

Data  personnel  actually  make a change to a user file,  the  next
time  the  owner  of the  ffle  accesses the file,-the  following dis-
play will appear.

LJ€T fuTve lei   rtichentH>m     a

slTE    .      erftTlaN    I

FIT  I..37.I..   Ou  11/I./77

Figure  4-1.  System  Access:  Sample  Edit Message. This dirsphay
appeas  if  anyone  from  course  "s"  edited  your  ffle.  In  this
case,  "reichenbom"  of course  "s"  edited  file  "newlesson".  A
further indication of this action is shown in figure 4-2.
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Lesson  name  ----  Tra.ilesaon
Startir€  date  --ll/fJ3/77

Last  edited   ----   117®.+771®.37.14
b}/  --~-  reichehoorn  of  s
at----4-I

Disk  pack  --  chest
Ftccount  ----  tra i nd

Press  the  associated  letter  to  chaT€e  an  entry.

sECLialTv  coDE5:
a.   To  change  lesson  ---     *--*-*.**.
b.  To  inspect  lesson  --.-........
c.   To  access  comon  ---    I-**.**...
d.   To  -use-  lesson  ----     *-.*-J[ .-..
e.  To  -junpout-to  ----..... **-..

f`coess  to  file  b)/  systen  peraonrrel :
f .   S+stan  f`coe5s  ------    fesTRICTEI)

Fief.enence  for  -use-  com.rid:
9.  Lesson  name  -------- `  tegt

Press hEXT  for LessonAJthor  lnfoT"tion

Figtire  4-2.  System  Access:  Sample  Edit  Message.  Note the in-
formation  that  the  file  was  last edited by  "reichenbom  of s".

4-i





SITE  ACCESS  SECURITY 5

Access to the PLATO system is accomplished via. a CDC PLATO
terminal  that  is  connected  to  the  central  system  by  one  of
several communications options.

•  Terminal   connected   directly   to   central   system   access
port (hardwired)

•  Terminal  connected  to  central  system  access  port  via  a
"Data  Access  Arrangement"  (DAA)  using  a  regular  tele-

phone line and a modem (single line dial-up)
•  Terminal  connected  to  central  aystem  access  port  via  a

dedicated   telephone   line   and   modem   (dedicated  singe
line)

•  Several   terminals   connected   to   several  ports  via  mufti-
plexors and telephone lines

a.      Terminals     connected    directly    to    multiplexor
(hardwired MUX)

b.      Teminals   connected    to   multiplexor   via   DAA
device (dial-up MUX)

The  educational  nature  of the PLATO system assumes periods
of  time   where   the   user  (student,   author,  etc.)  will  #of  be
actively involved  pressing keys or typing responses. The "think
time"   requirement  makes  it  inpractical   for  the   system   to
"tinerout"  an  inactive  teminal,  i.e.,  disconnect an "inactive"
terminal.  Therefore,  if  a  user  leaves  his/her  teminal  without
properly  signing  off  (SHIFT-STOP),  another  person  may  gain
unauthorized  access  to the system. The unauthorized user will
have  the same access privileges as the previous user. This may or
may not cause a security problem.

In  terminals  that  are  connected  directly  to  a  specific  access
port   (hardwired,   dedicated   single   line,  or  hardwired  MUX),
the  user can decrease  the potential problem by  controlling the
physical access to the  temiinal. Where a user has a communica-
tion link to  the PLATO  system via a dial-up connection (single
line  dial-up  or  dial-up  MUX),  the  user  should  be  aware  of  a
possible  additional  security  measure.  If the dial-up connection
is broken by either hanging up the phone or by some undeter-
mined  interruption  of the dial-up connection, the dial-up port
on  the  PLATO  system  is  still  active.  If the user has not  com-
pleted   the   "SHIFT-STOP"  exit  procedure  which  terminates
a  user  session,  there  is  a  possibility  that  another  user  could
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dial up, be connected  to the active port, and gain access to the
previous user's access to the system.

The  probability  of  a  security  problem  caused  by  the  above
situation  can  be  mininized  if the  user exercises the  following
procedures:

a.      Teach   all   users   of  PLATO  terminals  to  execute  the
proper   "SHIFT-STOP"   exit   from   the   system   rather
than simply  walking away  from  the teminal or hanging
up the phone.

b.      When  communications  are  interrupted  by  some  uncle-
temined  factor, rerdial immediately.  If the rerdial goes
back  to  the  same  port,  the user will  recover his access
at  the  point  where  communications  were  interrupted.
If the user is connected to a different port, by executing
his/her  signon,  PLATO  will  perform  an  "autordiscon-
nect"  of  the  interrupted  port.  If  for  some  reason  the
user  cannot  rerdial  from  his/her  terminal,  a call  to  the
PLATO hot line should  be  made so  that the active port
can be disconnected.

The hardware  of the communications network is being changed
so  that  a "loss  of carrier"  (i.e.,  an interruption in  communica-
+;`jn)  wnl inmediately  trigger an  "autordisconnect". This hard-

wa..e   change   will   completely   eliminate   the   possibility   of  a
security  problem  on a dial-up  access due  to  an interruption of
communications.   All  users  will  be  advised  when  this  change
takes effect.

An  additional  method  can  provide  the  account  director  with
some   additional   security   measures   as  well  as  the  ability   to
control the user activity at a terminal. This method involves the
use  of a system lesson "subsite". If you are interested in explor-
ing  this  option,  please  contact  the  PLATO  Services  Organiza-
tion (course pso) for assistance.

The  real  security  of the PLATO  system  depends  on  YOU,  the
user.  By  implementing  the  features  described  in  this  manual,
you can maintain  the level  of security you want for the protec-
tion of your stored lessons or data.
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APPENDIX

TERM-CONSULT

The  TERM¢onsult  feature  of PLATO  gives  you,  the  user, an
opportunity  to  get  help  at  the  terminal  whenever you have a
question.

TERMconsult can be used at a#}i time while you are signedon
to  the  PLATO  system.  To use  TERM-consult,  first locate the
`TERM" key  on your keyboard.  Figures A-I  and A-2 fllustrate

the  upper  and  lower  case  keyboard.  Note  the  TERM  key  in
the upper right comer of the upper case keyboard.

•        ,       I         ,        ,        *       -        I        .        ,
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Figure A-1. Upper Case PLATO Keyboard
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Figure A-2.  Lower Case PLATO Keyboard

By pressing the  "SHIFT" key and the  "ans/TERM" key at the
same time (TERM), a message "what ten" appears on the bot-
tom line of your display.

At  the arrow, type the word "consult" as shown in figure A-3
and press NEXT.

97407200A

A

Lest  edited  bi/  holt  of  cholt
on  11/-2/77  .t  at.tion  ll-2e

(aptt®r®)

Figure Ar3. Request Consulting Help Sequence

The message shown in figure A4 appears for a short time until
a consultant contacts you.

LA5t  edited  b).  I.olt  of  iliholt
on   11/.2/77  .t  e}tation  11-2®

(ant-)

Figure A-4. Request Consulting Help Sequence

A  consultant  will  "monitor"  your screen. This means that the
consultant's  terminal  is  a  copy  of yours.  The  consultant  can
type messages to you across the bottom of the screen and you
can  respond  by  pressing  TERM  and  then  typing  a  message.

A-I



Preee eco<  to  I.ay..

Ch----?
>

cllic* .ill--pao deo a.-thi. diapl.I.

Figure A-5. Request Consulting Help Seqtlence
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