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PREFACE

The CONTROL DATA® PLATO® system is a multimedia
computer-based educational delivery system.

This manual describes the security measures available to the user

of the system. This information will beincorporatedintoaPLATO
product definition manual to be released in early 1978.

RELATED PUBLICATIONS

Referenced and related CDC PLATO system manuals consist of
the following publications:

PLATO Terminal User’s Guide 97404800

PLATO User’s Guide 97405900

PLATO Director’s Guide 97407100
97407200A

CAUTION
The security measures described in this manual are intended for
for use only as described. Security may be lost if the security
features described in this document are misused or ignored.

This manual has been prepared by the PLATO Product Manage-
ment Department. Your comments are solicited. Please use the
attached comment sheet and send it to the PLATO Product
Management office.
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GENERAL INFORMATION 1

This document has been prepared to meet the needs of two
broad classifications of readers:

1. The experienced PLATO system user who wants to be
more security conscious.

2. The inexperienced PLATO system user who wants to

understand the various types of security measures
available in the PLATO system.

In order to serve the needs of both of the above classifications
of readers, this document will illustrate each feature as if the
user is not an experienced PLATO system user.

Two important concepts will be stressed throughout this
document:

1. PROTECT YOUR PASSWORD

2. BE SURE TO “SHIFT-STOP” WHEN YOU LEAVE
THE TERMINAL

97407200A

The two concepts stated above will be explained in this docu-
ment, but it is important to note that these two security mea-
sures are controlled by the PLATO system user, YOU, and if
YOU do not exercise reasonable precautions, another user
could use your sign on and bypass the security features of the
PLATO system.

Various options can be used to implement some of the security
features described in this document. In order to keep this
document simple, only one or two examples are used for each
feature. For more information on any of the features described,
use the “TERM-consult” option from your terminal. (See
appendix A.)

The security of the PLATO system is broken into four sections:

1. User Access Security (section 2)
2. File Access Security (section 3)
3. System Access Security (section 4)
4. Site Access Security (section 5)

1-1
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USER ACCESS SECURITY 2

#

The fundamental security control of the PLATO system, or
any other system, is the control of who can ‘‘sign on” or use
the system. In the PLATO system environment, control of user
access is accomplished by a hierarchy of control mechanisms
consisting of:

e User Security
e PLATO Course Roster Security
e Account Security

USER SECURITY

Every user of the PLATO system must have a sign-on on the
system that is entered by a ‘“‘course director”. (See page 2-7).
The information included in the sign-on usually consists of:

® user name
® user course roster name
e user password

The user name (PLATO name) is the name selected by the user
and the course director to be used when signing on to the
PLATO system. The PLATO name can be any combination of
up to 18 alphanumeric characters.

Examples: john doe
doe proj 37
newuser

The user course roster name (PLATO course) is the name of a
file on the PLATO system. This file contains the names of
several people who have something in common (i.e., involved
in the same project, taking the same lesson, or some other
common bond). Course file names can be from three to eight
characters long; the first two characters must be alpha and the
first character cannot be an “x”.

Examples: project9
cobol37
newcours

The user password is a series of alphanumeric characters that
each user makes up for his/her sign-on. (In some cases a user
does not have a password; this will be explained later in this
document.) The password selected by each user should be a
string of characters that can be remembered by the user, but it
should not be something like the user’s initials or some other
simple or obvious characters that someone may be able to
guess. You should change your password periodically to avoid
the chance that it has been inadvertently discovered by another
user.

When a new user is added to a course roster file in the PLATO
system, he/she will be placed in one of four possible user types:
e Student
e Multiple
e Author
e Instructor

A “student” on the PLATO system is a user who simply can
execute assigned lessons. Depending on the terminals available

97407200A

to the student, he/she can be routed directly to an assigned
lesson without having to provide a password, or can use a pass-
word to identify who he/she is and then be routed to his/her
lessons. Since in most cases, the student shares a terminal with
several other users, he/she will use the password option.

A “multiple” is similar to a student, except that he/she executes
lessons using a sign-on that may be used simultaneously by
more than one user.

An “author” is a user who, in the process of developing instruc-
tional materials, may create, modify, or destroy data contained
in various files on PLATO for which he/she knows the change
code. (See section 3 for a description of file change codes.)

An “instructor” may study available user lessons and add or
delete students from any course roster file for which he/she
knows the change code. In addition, the instructor develops
curricula and sequences of study for the student and multiple
sign-ons in a course roster.

When a new user has been given a “PLATO sign-on name”
and the name of a “course roster file”, the user is ready to
sign on for the first time. The following sequence illustrates
e process. (For the purpose of this example, the user’s
PLATO name will be “newuser” and the PLATO course will be
“newcours”.)

Press NEXT to begin

Figure 2-1. Sign-on Sequence: “Press NEXT to Begin”' Either the
display shown here or the display in Figure 2 should be the first
you will see at the terminal. If there is something else on the
display screen, press the “SHIFT” key and the “STOP” key
(SHIFT-STOP) together several times until this display appears.

2-1



PM
CsT
Monday, October 31, 1977

WELCOME to PLATO

178 users

Type your PLATO name, then press NEXT:

> newuser

@D
CONTROL DATA CORPORATION

Copyright Control Data Corp. 1977

Figure 2-2. Sign-on Sequence: Enter PLATO Name. This display is
the first display that requires an input by the user.

Type your PLATO name (Example: newuser) at the “arrow” ().

Type the name of your PLATO course, then hold down
the SHIFT key and press the STOP key.

When you are ready to leave, you should press
these same keys (SHIFT-STOP) to "sign off.”

> newcours

Figure 2-3. Sign-on Sequence: Enter PLATO Course. Type in the
PLATO course name (Example: newcours) at the arrow( » ).

22

Choose a password for yoursel f.

Choose some word or number that you will
remember, and DON'T TELL anyone what it is!

Every time you sign-on to this course, you
must type in this password; this serves as
your unique identification.

A random number of Xs will appear for each
key you press so nobody can see what you type.

Type your password, then press NEXT.

> X00OOOKK

Figure 2-4. Sign-on Sequence: Make up Password. A new user will
see this display on his/her first sign-on to allow him/her to make
up a password and type it in at the arrow.

Choose a password for yoursel f.

Choose some word or number that you will
remember, and DON'T TELL anyone what it is!

Every time you sign-on to this course, you
must type in this password; this serves as
your unique identification.

A random number of Xs will appear for each
key you press so nobody can see what you type.

Type your password, then press NEXT.

> X0000OKX

Do it again to make sure.
Type your password, then press NEXT.

P> X000

Figure 2-5. Sign-on Sequence: Repeat Password. The system will
ask you to retype your password to confirm it and help you
remember it.

Note: No one can tell you what your password is if you forget it.
Your account director can erase your password or assign you a
new one, but no one can read your old one.

Since your password is your primary security on the system,
you should change it periodically to avoid the possibility that
someone else has discovered what your password is. The follow-
ing sequence illustrates how to change your password.

97407200A



AUTHOR MODE

Choose a lesson:

HELP available

This is the first time these records have been used.

Figure 2-6. Author Mode Page. This is the display that a new
author will see following the sign-on process. Note the message
indicating that this is the first time these records have been
used (i.e., this is the first time ‘“newuser’. of “newcours” has
signed on).

“Student” or “multiple” sign-ons will go immediately into a
lesson determined in advance by the course director.

Type your password, then press NEXT.

> X0000OOKX

OR...Press the LAB key for additional options

Figure 2-7. Password Change Sequence: Enter Old Password.
For a user who has previously selected a password, this display
will follow the displays shown in fugures 2-2 and 2-3 (i.e., after
you have given your PLATO name and PLATO course. You have
two options at this point:

1. Type your password and press NEXT. This will allow you to
continue your normal activity.

2. Type your password and press LAB for additional options.

97407200A

This will allow you to change your password or select some
other options.

Note: You have to supply the old password in order to change it.

Press LAB to change your password
DATA for information on your records
SHIFT-DATA to bypass the site access controller
NEXT to continue

Figure 2-8. Password Change Sequence: Select option. This
display gives you a choice of four options:

1. Press LAB to change your password.
Pressing LAB at this point will allow you to change your
password by taking you through the process shown in
figures 2-4 and 2-S.

2.  Press DATA for information on your records.
Pressing DATA will show you some information about your
use of the system including your cumulative hours on the
system, number of sessions, etc.

3.  Press SHIFT-DATA to bypass the site access controller.
Pressing SHIFT-DATA allows the user who knows a code
word to bypass “subsite’ controls that determine who can
sign on at the terminal. Use TERM-consult to discuss this
option.

Note: This option may take on special meaning on PLATO
systems other than the Control Data PLATO services offering.

4. Press NEXT to continue.
Pressing NEXT will allow the user to continue without
selecting a new password.

In the user sign-on sequence that is illustrated, the two basic
security controls of the PLATO system are brought to your
attention. In figure 2-3, you are reminded to “SHIFT-STOP”
to sign off. If you do not do this, but simply walk away from
the terminal, the next user can simply continue with your sign-
on. This would allow him/her to have access to anything that
is available from your sign-on.

When you have completed the “SHIFT-STOP” process, you will
see the display in figure 2-9 or figure 2-10.

2-3



Press NEXT to begin

Figure 2-9. Sign-off Display. One of two displays illustrating
that you have signed off from the PLATO system. (See figure
2-10 also.)

PM
CcsT
Monday, October 31, 1977

WELCOME to PLATO
159 users

Type your PLATO name, then press NEXT:

>

@
CONTROL DATA CORPORATION

Copyright Control Data Corp. 1977

Figure 2-10. Sign-off Display. One of two displays illustrating
that you have signed off from the PLATO system. (See figure
2-9 also.)

In figure 24, you are reminded to select your password and
“DON’T tell anyone what it is.” If you allow someone to use
your sign-on, including your password, he/she can have access
to anything that is available from your sign-on.

It is important that each user protect his/her security by
not allowing any other person to use his/her password. If an
unauthorized user gains access to the system by using someone’s
sign-on, there is no way for the PLATO system to detect this
event.

24

IF AN ACCOUNT DIRECTOR SIGN-ON IS USED BY AN
UNAUTHORIZED USER, ALL ACCOUNT LEVEL SECUR-
ITY CONTROLS CAN BE BYPASSED.

IF A COURSE DIRECTOR SIGN-ON IS USED BY AN UN-
AUTHORIZED USER, ALL COURSE LEVEL SECURITY
MEASURES CAN BE BYPASSED.

PLATO COURSE ROSTER SECURITY

A PLATO course is essentially a group of persons who share
some common denominator in their involvement with the
PLATO system. As such, each of these users is registered with
the system in the same course roster file, and their individual
user records are located together in what is termed a ‘““‘course”
file.

One or more users from one account or customer organization
are selected to be “‘course directors”. The course director main-
tains the information in a PLATO course file and controls the
“enrollment” of user names in the PLATO course. The course
director must be a user type “author”. The following displays
illustrate the sequence the course director goes through to
handle course maintenance and security.

AUTHOR MODE

Choose a lesson:

HELP available

Figure 2-11. Course Director Actions: Enter Course Name.
At any time while the course director is at the ‘“author mode”
display, he/she can type in the name of the course file to
execute course director options. (Example course name: new-
cours).

97407200A



Sorry - you do not have the correct security code.

Type the security code of this course:

> XXX

Course newcours Created 18/31/77
Account traind

Last edited -- 18/31/77 16.36.35 station 11-16
by -- newuser
course -- newcours 1
last action -- Add student

(record newstudent)
Choose a letter or number to change an entry:

1. To change course -- ssxsxxssssx
2. To inspect course -- *sssxssssx
3. System Access to course -- ALLOWED

4. Student Notes file -
5. Data file name --
6. Router lesson name --

Course Director Information:

a. Name ----=--cemceaac newuser
b. Dept/Affil iation --

c. Tel ephone number --

Course Information:

d. Course Designation --

e. Location/School -----

f. One line description of course:

Figure 2-12. Course Director Actions: Enter Security Code.
The user must supply the correct security code for the course.
This code is selected by the course director. (See figure 2-14
for further information about the code word).

The user can type the code word in now, or preset the code
word in advance by using the “SHIFT-s” option from the
author mode page.

Depending on the options selected on the display shown in
figure 2-14, the security illustrated here may not be required.

(authors)

2 people

Course i 18 spaces left

Choose an option (or press HELP):
1 SEE or change someone's record

2 ROSTER operations
(list, add, delete, messages, who's rumming)

3 STATISTICS on records

4 SPECIAL options

Press BACK to leave.

Press DATA for course description.

Figure 2-13. Course Director Actions: Select Option. The first
display for the course director allows a choice of several
options. Figures 2-14 through 2-21 illustrate various actions the
course director can execute.

97407200A

Figure 2-14. Course Director Actions: Course Description.
Pressing DATA from the display in figure 2-13 brings you to the
course description. Items 1, 2, and 3 control the security of
the course.

Item | controls who can change (i.e., edit) the course file.
Whoever knows this code word can act as a course director for
course ‘“‘newcours’. Item 2 controls who can inspect (i.e., read)
the course file information. Item 3 indicates access by Control
Data personnel to the course file. (See section 3.)

The security of a course file is controlled in two ways:

1. Control of who can change the course file (i.e., course
director).

2. Control of who can inspect data contained in the course
file.

Both options can be controlled either by establishing a code
word or by allowing users from a specific course or account to
have access. The latter method is referred to as a “group code”.
Selecting the ‘“code word” options implies that the course
director must make up and remember a code word and enter it
each time he/she wants to edit the course. If the code word is
divulged to another user, that user can also execute course
director options. If an unauthorized user randomly guesses
the code word, he/she can also execute course director control.
(Changing a code word is illustrated in figures 2-15, 2-16 and
2-17.)



Course newcours Created 18/31/77
Account traind
Last edited -- 18/31.,77 16.36.35 station 11-16
by -- . newuser
course -- newcours 1
last action -- Add student

(record newstudent)
Choose a letter or number to change an entry:
Enter new code, or press LAB for GROUP codes
1. To change course --» XXOOKX
2. To inspect course -- sxsxxssssx
3. System Access to course -- ALLOWED

4. Student Notes file =
5. Data file name -
6. Router lesson name ==

Course Director Information:

&L ‘Name) —==coe—saamas newuser
b. Dept/Affil iation --
c. Telephone number --

Course Information:

d. Course Designation --
e. Location/School -----

f. One line description of course:

Figure 2-15. Course Security Actions: Enter Change Code Word.
By typing “1” on the display in figure 2-14, the system clears
the previous code word to change the course. Typing a new code
word at the arrow appears as a random number of “X’’s. Press
NEXT when you are done.

Course newcours Created 18/31/77
Account traind
Last edited -- 18/31/77 16.36.35 station 11-16
by -- newuser
course -- newcours 1
last action -- Add student

(record newstudent)
Choose a letter or number to change an entry:
Enter new code, or press LAB for GROUP codes

1. To change course --» XXXXXX Do it again.
2. To inspect course -- **sxxsssxx
3. System Access to cou -- ALLOWED

4. Student Notes file --
5. Data file name -
6. Router lesson name --

Course Director Information:

a. Name --------c-c--- newuser
b. Dept/Affiliation --
<. Telephone number --

Course Information:

d. Course Designation --
e. Location/School -----

f. One line description of course:

Figure 2-16. Course Security Actions: Repeat Change Code
Word. The system asks you to repeat the new code word to help
you remember and verify it. Press NEXT when you are done.

2-6

Course newcours Created 18/31/77
Account traind

Last edited -- 18/31/77 16.48.36 station 11-16
by -- newuser
course -- newcours |1
last action -- Change system access

Choose a letter or number to change an entry:

1. To change course -- sxxxxsxxxx
2. To inspect course -- *xxsxxxxxx
3. System Access to course -- ALLOWED

4. Student Notes file S
Data file name --
6. Router lesson name --

V]

Course Director Information:

al. Name =ss==s=cc==mzes newuser
b. Dept/Affiliation --
c. Telephone number --

Course Information:

d. Course Designation --
e. Location/School -----

f. One line description of course:

Figure 2-17. Course Security Actions: Completed Code Word.
The new code word is entered.

Use of group codes allows the course director to specify that
only those users in the same course or the same account as the
course director can have access to the course file. This method
of control prevents accidental disclosure of a code word that
would allow unauthorized access. Since a user must be in a
specific course or account, the system will prevent all other
users from accessing the course file. If group codes are used,
the security code request illustrated in figure 2-12 will not be
a requirement. (Establishing group codes is illustrated in figures
2-18 through 2-21.)

Course newcours Created 18/31/77
Account traind
Last edited -- 18/31,77 16.36.35 station 11-16
by -- newuser
course -- newcours 1
last action -- Add student

(record newstudent)
Choose a letter or number to change an entry:
Enter new code, or press LAB for GROUP codes
1. To change course --)»
2. To inspect course -- ssssxszsss
3. System Access to course -- ALLOWED

4. Student Notes file ==
5. Data file name -
6. Router lesson name --

Course Director Information:

a. Name -------=--=--- newuser
b. Dept/Affiliation --
c. Telephone number --

Course Information:
d. Course Designation --
e. Location/School -----

f. One line description of course:

Figure 2-18. Course Security Actions: Change Code Words.
By typing a “1” from the display in figures 2-14 or 2-17, you
can select the group code option by pressing the LAB key.

97407200A



Course newcours Created 18/31/77
Account traind
Last edited -- 18/31/77 16.36.35 station 11-16
by --  newuser
course -- newcours 1
last action -- Add student

(record newstudent)
Choose a letter or rumber to change an entry:
Press 1 for COURSE code; 2 for ACCOUNT code
. To change course --» :
2. To inspect course -- sxsxsxxxss
3. System Access to course -- ALLOWED

4. Student Notes file --
5. Data file name --
6. Router lesson name --

Course Director Information:

a. Name -------cccee-- newuser
b. Dept/Affiliation --
c. Telephone number --

Course Information:

d. Course Designation --
e. Location/School -----

f. One line description of course:

Figure 2-19. Course Security Actions: Select Group Codes.
You can now select option 1 which will enter the course name
that you, the course director, are a part of, (see figure 2-20) or
you can select option 2 which will enter your account name.
(See figure 2-21.)

Course newcours Created 18/31/77
Account traind
Last edited -- 18/31/77 16.36.35 station 11-16
by -- newuser
course -- newcours 1
last action -- Add student

(record newstudent)
Choose a letter or number to change an entry:

1. To change course -- COURSE newcours
2. To inspect couw --  EEEEEEERESE
3. System Access to course -- ALLOWED

4. Student Notes file --
S. Data file name -
6. Router lesson name --

Course Director Information:

a. Neme --==--c-c--==- newuser
b. DeptAffiliation --
c. Telephone rnumber --

Course Information:
d. Course Designation --
e. Location/School -----

f. One line description of course:

Course newcours Created 18/31/77
Account traind

Last edited -- 18/31/77 16.36.35 station 11-16
by -- newuser
course -- newcours 1
last action -- Add student

(record newstudent)
Choose a letter or number to change an entry:

1. To change course -- ACCOUNT traind
2. To inspect course -- ssssssssss
3. System Access to course -- ALLOWED

4. Student Notes file -
5. Data file name --
6. Router lesson name --

Course Director Information:

a. Name ---o---------- newuser
b. DeptAffiliation --

c. Telephone number --

Course Information:

d. Course Designation --
e. Location/School -----

f. One line description of course:

Figure 2-21. Course Security Actions: Sample Group Code.
This display illustrates that any user type “author” in account
“traind” can act as a course director for course ‘“newcours”.

“System access to course” is explained in section 4 of this
document.

The course director determines who is in a course file. This
control allows the course director to determine who can access
the PLATO system and what a user can do after he/she has
signed on. The following displays illustrate this process.

Figure 2-20. Course Security Actions: Sample Group Code.
This display illustrates that a user listed in course “newcours”
who has been given authority to edit course files can edit course
“newcours”. You must be an “author” or an “instructor” to
edit courses. (See figures 2-29 through 2-34 for user type
Author/Instructor options.)
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Last edited by newuser of newcours
on 18/31/77 at station 11-16

(authors)

5 people

c . .
i TR 15 spaces left

Choose an option (or press HELP):
1 SEE or change someone's record

2 ROSTER operations
(list, add, delete, messages, who's running)

3 STATISTICS on records

4 SPECIAL options

Press BACK to leave.

Press DATA for course description.

Figure 2-22. Course Roster Actions: Select Options. This is the
first display for the course director. By selecting option 2,
“roster” operations can be executed. Note: Press HELP for an
explanation of the other options.



Roster operations for "newcours”

5 people 15 spaces left

Choose an option:
a SEE or change someone's record
b see the ROSTER of people
c ADD someone to the roster
d DELETE somecne from the roster
e leave a MESSAGE for someone

f see who is now RUNNING

(Press BACK for main choice page.)

Figure 2-23. Course Roster Actions: Select Options. This display
illustrates the available roster operations. By exercising various
options here, the course director can control access to the
PLATO system by users in his/her PLATO course. The process
of adding someone to the roster is illustrated in figures 2-24
through 2-40. Select option c here.

Course "newcours”

3 persons 17 spaces left

Names may be 18 characters long and may
contain lower-case letters and numbers.

Enter the name of the new author,
then press NEXT to add, or LAB to set
the password first.

(A1l author options OFF.)

> newauthor

For help press HELP

Figure 2-25. Course Roster Actions: Enter New PLATO Author
Name. Enter the new author sign-on name (Example:
newauthor).

Choose the type of record:

1 student
2 multiple
3 author

4 instructor

Press DATA if you want to change
the new author record.

Figure 2-24. Course Roster Actions: Select New User Type.
Select one of the four user types. Figures 2-25 through 2-34
illustrate adding a new “author”. (An “instructor” is very
similar.) Select 3 and continue. Figures 2-35 through 2-40 il-
lustrate adding a new ‘‘student”. (A “multiple” is very similar.)
Select 1 and go to figure 2-35.

2-8

Figure 2-26. Course Roster Actions: Change Author Record.
Press DATA if you want to select various author options.
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"newstudent” (student) l esson:
unit:

Started 18/31/77

Last on

Total hours = 8.8

Signon password: (blank) --NOT CHOSEN YET

Choose an option:
1 change PASSWORD
2 change spelling of student's NAME
3 leave a MESSAGE

4 SPECIAL options

Press SHIFT-HELP for: delete, turn-off

Press SHIFT-NEXT for next person in roster
SHIFT-BACK for previous person
HELP for help

Change options that newauthor can use.
These options will hold true at all times.

Options this Author can pass on to an Instructor

no a choose a lesson from an instr. file CATALOG
no b choose ANY lesson (by lesson name)

no c see who is running at the SITE

no d see system-wide list of USERS

no e access PUBLIC notes and system anmouncements

Page 1 of 6. Press NEXT to go on.

Figure 2-27. Course Roster Actions: Select Option. The course
director can preset or change the password by selecting option
1. Option 2 allows the course director to select several variables
that will affect what the author can do. (See figures 2-28 through
2-33.) Use “TERM-consult” for any questions you have. (See
appendix A.)

Press DATA if you want this person to have
the same options you have,

or NEXT to set individual options.

Figure 2-28. Course Roster Actions: Select Author Options.
Press NEXT to see all selectable variables.
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Figure 2-29. Course Roster Actions: Page 1 of 6 Author Options.
Page 1 of author/instructor variables. Use “TERM-consult” for
information on what each option does. Simply type a letter to
change the setting to “yes”.

Change options that newauthor can use.
These options will hold true at all times.

no a EDIT course “newcours” (with specified options)
(author must also have course “change” code)

no b edit OTHER courses (with specified options)
(person must also have course “change” code)

no ¢ EDIT student or multiple records

no d EDIT author or instructor records

e SEE someone's record

3

3

f see the ROSTER of people

STATISTICS on students

3
n

no h leave a MESSAGE for someone

see who is RUNNING

3 3

J monitor a running student
no k sign-out a rumming student
no | send message to a rumning student

Page 2 of 6. Press NEXT to go on.

Figure 2-30. Course Roster Actions: Page 2 of 6 Author Options.
Page 2 of author/instructor variables. Use “TERM-consult” for
information on what each option does.
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Change options that newauthor can use.
These options will hold true at all times.
no a create STUDENT record
no b create MATIPLE record

¢ create AUTHOR record

3 3
Q

create INSTRUCTOR record

TURN OFF someone's record

3
n

DELETE someone from the roster

3

change signon PASSWORD

3
n

h change spelling of student's NAME

3 3

see individual DATA collection options
no j change individual DATA collection options
no k set author/instructor OPTIONS

no 1 manage personal NOTES activity

Page 3 of 6. Press NEXT to go on.

Change options that newauthor can use.
These options will hold true at all times.

The following options apply 1f "mrouter® 1s used.
no a see CURRICULUM design
no b see individual curriculum STATUS
no ¢ change curriculum MODULES

d change module completion CRITERIA

3
n

change module PROGRESSION order
f change curriculum SEQUENCES

change lesson CATALOG

3 3 3

h change individual curriculum MODULE setting

create individual curriculum SEQUENCE

3

no j change individual SCORE or lesson COMPLETION

Page 5 of 6. Press NEXT to go on.

Figure 2-31. Course Roster Actions: Page 3 of 6 Author Options.
Page 3 of author/instructor variables. Use “TERM-consult” for
information on what each option does.

Change options that newauthor can use.
These options will hold true at all times.

a see student variables

3

b change student variables

c see router variables (if not using mrouter)

3 3 3

d change router variables (if not using mrouter)
e change current |esson

f change current unit

g change course DESCRIPTION

change course CODEWORDS or FILES (router etc.)
i set up a "TEMPLATE" record

) change course-wide DATA COLLECTION options

3 3 3 3 3 3 3

k COPY a record from another course
no 1 DELETE ALL records

Page 4 of 6. Press NEXT to go on.

Figure 2-33. Course Roster Actions: Page 5 of 6 Author Options.
Page 5 of author/instructor variables. Use “TERM-consult” to get
information on what each option does.

Change options that newauthor can use.
These options will hold true at all times.

The following options apply 1f "mrouter” i1s used.
no a change instructor file information
no b COPY from another mrouter CATALOG

< COPY another INSTRUCTOR file

3

d extend curriculum SPACE (no. of modules, etc.)
e DESTROY all MODULES

DESTROY all SEQUENCES

3 3 3 3

g DESTROY the CATALOG

Page 6 of 6. Press NEXT to go on.

Figure 2-32. Course Roster Actions: Page 4 of 6 Author Options.
Page 4 of author/instructor variables. Use “TERM-consult” for
information on what each option does.

2-10

Figure 2-34. Course Roster Actions: Page 6 of 6 Author Op-
tions. Page 6 of author/instructor variables. Use “TERM-con-
sult” for information on what each option does.

Many of the options in the six pages shown in figures 2-29
through 2-34 relate to security controls. For example, options
“a” and “b” on “page 2 of 6” (figure 2-30) indicate that an
author can (yes) or can’t (no) edit course files. In other words,
if an author has a “no” here, he/she cannot edit (change) course
files even if he/she either knows the code words or is in the
right group code course or account.
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Course "newcours”

1 persons 19 spaces left

Names may be 18 characters long and may
contain lower-case letters and numbers.

Enter the name of the new student,
then press NEXT to add, or LAB to set
the password first.

> newstudent

For help press HELP

"newstudent” (student) lesson:
unit:

Started 18/31/77

Last on

Total hours = 8.8

Signon password: (bl ank) --NOT CHOSEN YET

Choose an option:
1 change PASSWORD
2 change spelling of student's NAME
3 leave a MESSAGE
4 SPECIAL options
Press SHIFT-HELP for: delete, turn-off
Press SHIFT-NEXT for next person in roster

SHIFT-BACK for previous person
HELP for help

Figure 2-35. Course Roster Actions: Enter New PLATO Stu-
dent Name. Enter the new student sign-on name (Example:
newstudent).

Course “newcours

2 persons 18 spaces left

Names may be 18 characters long and may
contain lower-case letters and numbers.

Enter the name of the new student,
then press NEXT to add, or LAB to set
the password first.

> newstudent ok

student “newstudent® added

To change the record of the new student, press DATA.
For help press HELP

Figure 2-37. Course Roster Actions: Select Option. The course
director can preset or change the password by selecting option 1.
Figures 2-38 through 2-40 illustrate how to change a password or
how to eliminate it if desired for student records only. Use
“TERM-consult” for any questions.

Figure 2-36. Course Roster Actions: Select Student Options.
Press DATA to select student options.
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“newstudent” (student) lesson:
unit:

Started 18/31/77

Last on

Total hours = 5.8

Signon password: (blank) --NOT CHOSEN YET

> Press LAB to clear it.
Press DATA if no password
is required.
Choose an option:

1 change PASSWORD
2 change spelling of student's NA'E
3 leave a MESSAGE

4 SPECIAL options

Press SHIFT-HELP for: delete, turn-off

Press SHIFT-NEXT for next person in roster
SHIFT-BACK for previous person
HELP for help

Figure 2-38. Course Roster Actions: Change Student Password.
Type “1”, then either press LAB to clear the old password, press

DATA if none is required (see figure 2-40), or type in the new

password and press NEXT.

2-11



“newstudent”  (student) lesson:
unit:
Started 18/31,77
Last on
Total hours = 8.8
Signon password: XO00OC00NK
> Press LAB to clear it.
Do it again. Press DATA if no password
is required..
Choose an option:

1 change PASSWORD
2 change spelling of student's NAME
3 leave a MESSAGE

4 SPECIAL options

Press SHIFT-HELP for: delete, turn-off

Press SHIFT-NEXT for next person in roster
SHIFT-BACK for previous person
HELP for help

Figure 2-39. Course Roster Actions: Re-enter New Password.
Type in the new password again to confirm it and press NEXT.

“newstudent” (student) lesson:
unit:

Started 18/31/77

Last on

Total hours = 8.8

Signon password: none required

Choose an option:
1 change PASSWORD
2 change spelling of student's NAME
3 leave a MESSAGE

4 SPECIAL options
Press SHIFT-HELP for: delete, turn-off

Press SHIFT-NEXT for next person in roster
SHIFT-BACK for previous person

create files

destroy files

rename files

copy files

lengthen files

shorten files

change file code words

list the titles of all files in the account

These tasks can be categorized as file management actions. In
a file-oriented system such as PLATO, this is an important part
of the overall security of the system. Note: Since the account
director can change file code words, he/she can access any file
within the account structure.

The account director accomplishes the above tasks by use of
the system lesson “‘accounts”.

When a new account is created, CDC PLATO systems personnel
create an account name and a course roster file in the new
account. The new account director’s sign-on name is entered
into the course roster and control of the account is turned
over to him/her. The new account director will work with
someone in the PLATO services group during his/her first con-
tact with account options.

The following displays illustrate the sequence the account
director goes through to do account level activities, including
handling the security of the account. Example account name:
traind.

HELP for help

Figure 2-40. Course Roster Actions: Remove Student Password.
If you press DATA at the display in figure 2-38, a password is
not required.

Since the course director has access to student records of the
people enrolled in his/her course roster file, the director should
be aware of the federal and state laws requiring that student
records be maintained confidential.

ACCOUNT SECURITY

The “account” is the capability in the PLATO system that
allows a group of people to have access to it. An “account
director” can perform the following tasks:

212

AUTHOR MODE

Choose a lesson:

> traind

HELP available

Figure 2-41. Account Director Actions: Select Account. Typein
the name of your account (Example: traind) and press NEXT.
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a. Files for this account

b. Selected major users list

c. References by other accounts
d. References to lessons

e. Usage data by lesson

f. Current users in this account

g. Log of file operations

NEXT: PLATO file management options
LAB: CMI file management options

DATA: General account information

Figure 2-42. Account Director Actions: Account Options. The
first display for the account director lists the various options
available. Press NEXT to see the general account information
shown in figure 2-43.

Account ----------- traind

Account Director -- newuser - newcours
Spaces remaining ----- 182
Spaces allotted ----- 118
Files in account ----- 5
Subscriptions -------- 2
1. Inspect code ------co-ceocee- No code--director only
2. Data change code --- No code--director only
3. File change code No code--director only
4. Access by system personnel -- ALLOWED

5. Lesson Notes File -----------

Press the number to change an item.

Figure 2-43. Account Director Actions: General Account Infor-
mation. The general account information as shown here illustrates
that only the account director, newuser-newcours, has access to
this information. The account director is the only sign-on who can
change the data on this display. However, by using various code
word options, the account director can allow other users to do
some account director activities (see figures 2-44 through 2-48).

The three codes: inspect code, data change code, and file
change code, allow the account director the option to let other
sign-ons execute some account director options. Each code
can be left as shown in figure 241, allowing only the account
director, or the codes can be set as code words or group codes
as discussed for the course director. Only the account director
(newuser-newcours) can change the settings of the code words.
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e The “inspect code” determines who can inspect the
account information.

e The “data change code” determines who can clear (i..,
re-initialize) data that is collected about the use of lessons
from the account.

e The “file change code” is the most powerful option the
account director can allow other sign-ons to use. This
allows the user to carry out all file management operations
within the account.

RAccount ----------- traind

Account Director -- newuser - newcours
Spaces remaining ----- 182
Spaces allotted ----- 118
Files in account ----- S

Subscriptions --------
Enter code, or press l_i% for GROUP codes

1. === D XXOOIKKKK

2. Data change code - - No code--director onlv
3. File change code ------------ No code--director onl
4. Access by system personnel -- ALLOWED

Lesson Notes File -----------

n

Press the number to change an i1tem.

Figure 2-44. Account Director Actions: Change Security Codes.
By entering a ‘17, the account director can type in a security
code that would allow anyone who knows the code word to
“inspect” the account information. (Press NEXT after you have
completed the code word.)

Account ---------am traind
Account Director -- newuser - newcours
Spaces remaining ----- 182
Spaces allotted ----- 118
Files in account ----- 5
Subscriptions -------- 2 and again
Enter code, or press LAB for GROUP codes
Inspect code ---------mmmeman D XK

Data change code - --- No code--director only
File change code ------------ No code--director only
Access by system personnel -- ALLOWED

ron -

5. Lesson Notes File -------uun-u

Press the number to change an item.

Figure 2-45. Account Director Actions: Repeat Code Word.
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The system requests a repeat of the code word to confirm it.

(Press NEXT.)

Account --------eee traind

Account Director -- newuser - newcours
Spaces remaining ----- 192
Spaces allotted ----- 118
Files in account ----- 5

Subscriptions --------
Enter code, or press l.m for GROUP codes

1. Inspect code ------c--ccceano IOOODOOOOK

2. Data change code ------cceunn >

3. File change code ------cccuue No code--director only
4. HAccess by system personnel -- ALLOWED

5. Lesson Notes File -----------

Press the number to change an item.

Figure 2-46. Account Director Actions: Select Group Codes.
By selecting a “2”, the account director can enter a code word as
illustrated in figures 2-44 and 2-45, or by pressing the LAB key,
group codes can be implemented as shown in figures 2-47 and
2-48.

remaining ----- 182
Spaces allotted - 18
Files in account - 5
Subscriptions
Press 1 rorcmm 2 for ACCOUNT code
1. Inspect code
2. Data change code ---====c===x >
3. File change code -----------= No code--director only
4. Access by system persormel -- ALLOWED

5. Lesson Notes File ------uuuu-

Press the number to change an item.

Account ----------- traind
Account Director -- newuser - newcours
Spaces remaining ----- 182
Spaces allotted ----- 118
Files in account ----- s
Subscriptions -------- 2
Inspect code ~--~--=-ccee--=- OO0

1
2.
3. File change code No code--director only
4. FAccess by system personnel -- ALLOWED

w

Lesson Notes File -----------

Press the number to change an i1tem.

Figure 2-48. Account Director Actions: Sample Course Code.
According to the data change code, anyone in PLATO course
“newcours” can carry out the account director options in
this area.

Spaces remaining ----- 192
Spaces allotted ----- 118
Files in account ----- L

Subscriptions -------- 2

1. Inspect code ---------------- COURSE newcours
2. Data change code ------------ COURSE newcours
3. File change code ------------ COURSE newcours
4. FAccess by system personnel -- ALLOWED

5. Lesson Notes File -----------

Press the number to change an item.

Figure 2-47. Account Director Actions: Select Course Code.
After pressing the LAB key, the account director can type a
“1” for a course code (figure 2-48) or a “2” for an account
code (figure 2-49).

2-14

Figure 2-49. Account Director Actions: Sample Account Code.
Anyone in account “traind” can carry out the file management
options of the account director.

An effective security control measure for the account director
is the establishment of a special course (example: newcours),
in which the account director is listed along with other in-
dividuals who are authorized to do account director options.
By setting all of the codes to group codes for that course,
(see figure 2-50) no unauthorized access can occur.
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S. Lesson Notes File -—---------

Press the number to change an item.

Account Director -- newuser - newcours
Spaces remaining ----- 182
Spaces allotted ----- 118
Files in account ----- 5
Subscriptions -------- 2
1.  Inspect code ----------oooo-o XXRHOOKK
2. Data change code ------------ COURSE newcours
3. File change code ------------ ACCOUNT traind
4. Access by system personnel -- ALLOWED

Figure 2-50. Account Director Actions: Sample Security

Measure.

The “access by system personnel” code can be set as “allowed”
or “restricted”. This code word is explained in section 4 of this

document.
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FILE ACCESS SECURITY 3
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Several different types of files are available to the PLATO
system user. From a security point of view, you can exercise
two types of control mechanisms:

a. Control of the file content
(File Content Security)

b. Control of who can execute a lesson file
(Lesson Execution Security)

FILE CONTENT SECURITY

The mechanism used to control access to the contents of any
file are similar to the code words or group codes already dis-
cussed for the account director and the course director.

The displays shown in figures 3-1 through 34 illustrate creat-
ing a file and the resulting information that can be set for
security control. (Example file name: newlesson).

Spaces allotted/used-- 118 / 8

.

File management options: »

1. Create a file

2. Destroy a file

3. Re-name a file

4. Make another copy of a file
5. Lengthen a file

6. Shorten a file

7. Change file code words

8. Inspect lesson information

Create a file:

Select new file type:

a. Normal TUTOR lesson h. Group notes file
b. Router lesson 1. Dataset
). Nameset

c. Course
d. Personal notes file

e. Instructor file
Student notes file
Student data file

n -

Figure 3-2. Account Director File Mgmt.: Select File Type. These
are the types of files that can be created. For this example, select
‘“a” to create a lesson file — “newlesson”.

Figure 3-1. Account Director File Mgmt.: File Request Options.
From the account director option page (see figure 2-42), press
NEXT to get here. Type a “1” to create a new file.
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Create a file:

Select new file type: a ok

a. Normal TUTOR lesson h. Group notes file
b. Router lesson i. Dataset
j - Nameset

c. Course
d. Personal notes file

e. Instructor file
Student notes file
Student data file

L)

Enter new file name: newl esson ok

Enter number of spaces: 3 ok

File created.

Figure 3-3. Account Director File Mgmt.: Create a File. This
display represents the results of several user actions. After “select
new file type”, an “a” was typed; response “OK”. Next, the file
name ‘“‘newlesson” was entered with a response of “OK”. (Note:
Each file name on the entire system must be unique.) Finally,
three spaces were requested for the file, response “OK”, and the
file was created.
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Lesson name ---- newlesson Disk pack -- emast

Starting date -- 11,83/77 Account ---- traind
Last edited ---- 11,/83,77 15.31.89

by ---- newuser of newcours

at ---- 11-16

Press the associated letter to change an entry.

SECURITY CODES:

a. To change lesson --- blank--OPEN TO ALL
b. To inspect lesson -- blank--OPEN TO ALL
c. To access common --- blank--OPEN TO ALL
d. To -use- lesson ---- blank--OPEN TO ALL
e. To -jumpout- to ---- blank--OPEN TO ALL

Access to file by system personnel:
f. System Access --—---- ALL OWED

‘Reference for -use- command:
g. Lesson name --------

Press NEXT for Lesson/Author Information

Figure 3-4. Account Director File Mgmt.: Set File Security
Words. By entering “newlesson” on the author mode page and
pressing NEXT, the new lesson file created by ‘“newuser” of
“newcours’ can now be edited and the various code words can
be set. For questions about anything on this display, use “TERM-
consult” from your terminal.

LESSON EXECUTION SECURITY

Execution of a lesson file by a user is one of the most important
tasks on the PLATO system. The owner of a lesson file must
determine who should be allowed to execute his/her lesson. The
default security, i.e., the option implemented unless the owner
changes it, is to allow all users who know the file name to
execute the lesson file. The owner of a lesson file can take
advantage of special author language commands, -course-and-
name-, as well as a system-reserved word “zacnam” to build his/
her security schema into the lesson. The security schema can be
as simple or as complex as the owner (author) wishes to make
it. The following display illustrates 2 samples of lesson execu-
tion security. Example 1 (figures 3-5 and 3-6) will allow only
1 sign-on to execute the lesson. Example 2 (figures 3-7 through
3-9) establishes a mechanism that can be used to screen several
sign-ons and assign a variable level of security to each user that
can then be used in the lesson to determine what units each
user will be allowed to execute.

32

BLOCK 1-b = blockb SPACE = 275
T umit Usertest $Stest lesson
2 do security $Sexecute security check
3 next continue $$continue with lesson
3 =
5 =
6 umt security
7 define name=nl,course=n2
8 name name
9 course course
18 jumpout names'newuser'$or$courses’newcours’;q;x
11 at 1618
12 write you may continue in this lesson
13 box 1488;1758;5
14 =
15 =
16 umit continue

Figure 3-5. Lesson Executing Control: Sample Control Program.
This display contains author language statements that allow
“newuser” of “newcours” to go on to unit ‘“‘continue” while
the “jumpout” command on line 10 causes any other user to
exit from the lesson. Lines 11, 12, and 13 simply confirm that
the test was successful as shown in figure 3-6.

you may continue in this lesson

Figure 3-6. Lesson Execution Control: Sample Message.
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BLOCK 1-b = check SPACE = 112
1 define slevel=ni,name=nZ,namex=n3,course=n4 -
2 name name
3 course course
4 =
5 define zaccnam=nS $$ redefine sys word for test only
6 umt proof $$ This unit for 1llustration only
7 do test $$ enable only for coding check
8 do scheck
9 at 2214

18 write That security level is (s,slevel).
11 Press NEXT for another check.

12 next proof  $Senter next unit name here
13 =

Figure 3-7. Lesson Execution Control: Sample Control Program.
This display illustrates some sample author language statements
for a general security schema. Note: Line 5 will cause a minor
condenser error and should be removed along with unit “test”
after this method has been successfully tested.

BLOCK 1-b = check SPACE = 112

T umit test $$ enabled only to test updates...
2 at 1914

3 write type sample name

4 arrow 1214

5 long 18

6 storea name, 18

7 ok

8 endarrow

9 at 1414

18 write type sample course

11 arrow 1614

12 storea course

13 ok

14 endarrow

15 at 1814

16 write type sample account name
17 arrow 2914

18 storea zaccnam

19 ok
28 endarrow

Figure 3-8. Lesson Execution Control: Sample Test Program.
The code used here allows the author to input sample PLATO
names, PLATO courses, and account names to check the
execution security of his/her lesson.
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BLOCK 1-b = check SPACE = 112

T umit scheck $$ security check

2 = update here when account 1nfo 1s known

3 af zaccnam= ‘wkshops *

4 . 1 f courses's’

S 1 f name=‘bilbo’

6 . cale slevel o4

7 elseif name='frodo’

8 . calc slevel 2

9 else1f names merryweath'$and$namexs'er’
18 . . . calc slevel ¢-3

) ) (. . else $$ any other 's' hobbits, default
12 . . . calc slevels3

13 . . endi f

14 . elseif courses'newauth’

15 . . calc slevel o3

16 . else $$ all other courses-this account, default
17 . . cale slevel ol

18 . endi f

19 elseif zaccnams'corpx’
28 . calec slevel sl
21 else $$ all other accounts default
22 . calec slevel s
23 endif
24 + update here when account info is not available
25 af course=‘cbess’
26 . cale slevel #6
27 elseif courses'cbemgt’
28 . calec slevel s2
29 selse change nothing from earlier checks
38 endif
31 ¢

Figure 3-9. Lesson Execution Control: Sample Control Program.
Unit “scheck” performs the security checks for this lesson. Each
user attempting to execute the lesson will be checked and
assigned a security level “slevel” from O to 6. The author can
then use the value of “slevel” to determine what parts of his/her
lesson, if any, the user will be allowed to execute.
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SYSTEM ACCESS SECURITY 4

#

In order to provide the services of the PLATO system, it is
necessary that a small group of Control Data personnel have
access to virtually all parts of the system including user files.
The capability of systems personnel to have access to all files in
a given system is inherent in all computer systems. Control
Data personnel who work in this environment will exercise
this capability only in order to assist a user or to fix a system-
related problem.

If the owner of a file selects ‘System Access — ALLOWED,’
CDC personnel registered in special courses “s” or “pso’ can
inspect the contents of the file.

If the owner of a file selects ‘System Access — RESTRICTED,’
CDC personnel are not allowed to inspect a file unless they use
special options. The use of special options to inspect a file
that is restricted will only be done in order to assist a user or
to investigate a system-related problem.

Control Data personnel in course “s” using specially located
terminals can override file code words and inspect or edit any
file on the system if necessary. Action of this type will only
be done to investigate causes for major system-related prob-
lems. Any time Control Data personnel override code words in
“edit” mode, this activity is logged by the system. If Control
Data personnel actually make a change to a user file, the next
time the owner of the file accesses the file, the following dis-
play will appear.

LAST AUTHOR WARS reicherborn s
SITE # STATION 1

AT 18.37.14. ON 11/84/77

Figure 4-1. System Access: Sample Edit Message. This display
appears if anyone from course “s” edited your file. In this
case, “reichenborn” of course “s” edited file “newlesson”. A
further indication of this action is shown in figure 4-2.

97407200A

Lesson name ---- newlesson Disk pack -- dmast
Starting date -- 11/83/77 Account ---- traind
Last edited ---- 11/84/77 18.37.14

by ---- reichenborn of s

at ---- §-1

Press the associated letter to change an entry.

SECURITY CODES:

a. To change lesson --- xxxxxxxssx
b. To inspect lesson -- sxxxxxxxxx
c. To access common --- SEEEEEXEXX
d. To -use- lesson ---- *ExssExxxs
e. To -jumpout- to ---- sxsssssxsx

Access to file by system personnel:
f. System Access ------ RESTRICTED

Reference for -use- command:
€. Lesson name -------- test

Press NEXT for Lesson/futhor Information

Figure 4-2. System Access: Sample Edit Message. Note the in-
formation that the file was last edited by ‘“‘reichenborn of s”.

4-1
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SITE ACCESS SECURITY 5
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Access to the PLATO system is accomplished via a CDC PLATO
terminal that is connected to the central system by one of
several communications options.

e Terminal connected directly to central system access
port (hardwired)

e Terminal connected to central system access port via a
“Data Access Arrangement” (DAA) using a regular tele-
phone line and a modem (single line dial-up)

e Terminal connected to central system access port via a
dedicated telephone line and modem (dedicated single
line)

e Several terminals connected to several ports via multi-
plexors and telephone lines

a. Terminals connected directly to multiplexor
(hardwired MUX)

b. Terminals connected to multiplexor via DAA
device (dial-up MUX)

The educational nature of the PLATO system assumes periods
of time where the user (student, author, etc.) will not be
actively involved pressing keys or typing responses. The “think
time” requirement makes it impractical for the system to
“time-out” an inactive terminal, i.e., disconnect an “inactive”
terminal. Therefore, if a user leaves his/her terminal without
properly signing off (SHIFT-STOP), another person may gain
unauthorized access to the system. The unauthorized user will
have the same access privileges as the previous user. This may or
may not cause a security problem.

In terminals that are connected directly to a specific access
port (hardwired, dedicated single line, or hardwired MUX),
the user can decrease the potential problem by controlling the
physical access to the terminal. Where a user has a communica-
tion link to the PLATO system via a dial-up connection (single
line dial-up or dial-up MUX), the user should be aware of a
possible additional security measure. If the dial-up connection
is broken by either hanging up the phone or by some undeter-
mined interruption of the dial-up connection, the dial-up port
on the PLATO system is still active. If the user has not com-
pleted the “SHIFT-STOP” exit procedure which terminates
a user session, there is a possibility that another user could
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dial up, be connected to the active port, and gain access to the
previous user’s access to the system.

The probability of a security problem caused by the above
situation can be minimized if the user exercises the following
procedures:

a. Teach all users of PLATO terminals to execute the
proper “SHIFT-STOP” exit from the system rather
than simply walking away from the terminal or hanging
up the phone.

b. When communications are interrupted by some unde-
termined factor, re-dial immediately. If the re-dial goes
back to the same port, the user will recover his access
at the point where communications were interrupted.
If the user is connected to a different port, by executing
his/her sign-on, PLATO will perform an ‘“auto-discon-
nect” of the interrupted port. If for some reason the
user cannot re-dial from his/her terminal, a call to the
PLATO hot line should be made so that the active port
can be disconnected.

The hardware of the communications network is being changed
so that a “loss of carrier” (i.e., an interruption in communica-
“on) will immediately trigger an ‘“‘auto-disconnect”. This hard-
ware change will completely eliminate the possibility of a
security problem on a dial-up access due to an interruption of
communications. All users will be advised when this change
takes effect.

An additional method can provide the account director with
some additional security measures as well as the ability to
control the user activity at a terminal. This method involves the
use of a system lesson “subsite”. If you are interested in explor-
ing this option, please contact the PLATO Services Organiza-
tion (course pso) for assistance.

The real security of the PLATO system depends on YOU, the
user. By implementing the features described in this manual,
you can maintain the level of security you want for the protec-
tion of your stored lessons or data.

5-1






APPENDIX A

d

TERM-CONSULT

Last edited by holt of mholt
on 11,/82/77 at station 11-28
The TERM-consult feature of PLATO gives you, the user, an
opportunity to get help at the terminal whenever you have a

uestion. . . 6 people
q Course “newcours 14 spaces left

(authors)

TERM-consult can be used at any time while you are signed-on
to the PLATO system. To use TERM-consult, first locate the
“TERM” key on your keyboard. Figures A-1 and A-2 illustrate
the upper and lower case keyboard. Note the TERM key in 1 SEE or change someone’s record

the upper right corner of the upper case keyboard. 2 ROSTER operations
3 (list, add, delete, messages, who's ruming)

Choose an option (or press HELP):

3 STATISTICS on records

0O0OO0E0MMOEEEE 4+ SPECIAL options
HOOOOOOOMOOEEERE
OOO00OOOMEMEMEMGEEIEIEIE) uPPERCASE KEYBOARD
OOEOOEOO0EOEEEH Press BACK to leave.
== & | Press DATA for course description.

what term? )» consult

Figure A-1. Upper Case PLATO Keyboard

Figure A-3. Request Consulting Help Sequence
OOCE0OOOONHE=EE
HOOOOOOOOOOOHEEE The message shown in figure A-4 appears for a short time until
Lowercase keveoarn (<)) OO OONO0OO0OEEE® a consultant contacts you.
0OEOCHLONOELOOEEE
C—=" 1
Last edited by holt of mholt
on 11,82/77 at station 11-28
Figure A-2. Lower Case PLATO Keyboard .
By pressing the “SHIFT” key and the “ans/TERM” key at the Courmert raF 6 people
same time (TERM), a message “what term” appears on the bot- i spacas left

tom line of your display.

o Choo: t HELP) :
At the arrow, type the word “consult” as shown in figure A-3 mean; gption(or press
and press NEXT 1 SEE or change someone's record

2 ROSTER operations
(list, add, delete, messages, who's rumming)

3 STATISTICS on records

4 SPECIAL options

Press BACK to leave.

Press DATA for course description.
A consultant has been notified of your request, and will
try to contact you shortly.

Figure A-4. Request Consulting Help Sequence

A consultant will “monitor” your screen. This means that the
consultant’s terminal is a copy of yours. The consultant can
type messages to you across the bottom of the screen and you
can respond by pressing TERM and then typing a message.

97407200A A-1



(authors)

6 people

Course e 14 spaces left

Choose an option (or press HELP):
1 SEE or change someone's record

2 ROSTER operations
(list, add, delete, messages, who's rumming)

3 STATISTICS on records

4 SPECIAL options

Press BACK to leave.
» Cheers -- whazup?

chuck miller - pso also sees this display

Figure A-5. Request Consulting Help Sequence
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